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SSDP Spoofing
To spoof a UPnP device using SSDP the following steps need to be taken.

Start an SMB Server to host a malicious image. This allows us to snag NTLM credentials.
Here I am using Impackets smbserver.py

Tell evil-ssdp to use the Office365 template and office.microsoft.com login URL for faking a site to steal 
creds. Also define the IP address where the SMB Server can be accessed.

When the starts align we are able to obtain creds from a tricked user as well as an NTLM hash from the 
site they opened.
Below is an example of an NTLMv2 hash captured by the SMB Server.
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