Get HTB Invite Code

To join HackTheBox and have access to their labs you need to hack your way in by generating your own invite
code. Do not ever attempt these strategies on sites in which you do not have permission. HackTheBox gives us
permissions here. https://www.hackthebox.eu/invite

Invite Code

Sign Up

One of the first things we want to do when hacking a site is view the source code to see how it works. In FireFox
right click anywhere on the page and select "View Page Source" or "Inspect Element"

« > c

Save Page As...
Save Page to Pocket

Send Page to Device

View Background Image

Select All

View Page Source

In the source code of the page we see an APl is a part of the invite code generation process. We can see a
javascript (.js) file is referenced on the page. Its name is /js/inviteapi.min.js
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<html lang="en"> event
) . wew
v <body class="blank" style="overflow-y:hidden; ">
I T
w<div class="wrapper">
w<section class="content" style="margin:0px; padding:0px;">
i tbefor
P <div class="container-center centerbox">= </div>
wv<div id="particles-js" class="particles full">
<canvas class="particles-js-canvas-el" style="width: 100%; height: 100%;'

(1]

</div>

</section>

</div>
="https://www.hackthebox.eu/js/htb-frontend.min.js
<script defer="" src="/js/invi i.min.js"></script>
https://www.hackthebox.eu/js/calm.js
</body>
</html>

Newbies most likely will not have BurpSuite catching traffic yet. If you do have your Burp Proxy configured you
can add HackTheBox to your scope in the Target - Site Map tabs. We can see by looking in the JS URI directory is
the inviteapi.min.js file. We can view the Request and Response in the bottom right hand window. This will save
you from needing to go in your browser and open http://hackthebox.eu/js/inviteapi.min.js

B e

........

We are going to that site anyway to be thorough as this will be a short write up. We can see visiting that site
shows us the same content as above

We can see the different functions that exist. MakelnviteCode sure looks like something we are going to want to
do.

We can execute this function by going to the Console tab of the Inspect Element window.

(NOTE: This is done at this site: https://www.hackthebox.eu/invite )

You can see below | started typing makelnviteCode which the console recognized and autocompleted for me.
This is javascript so in order to execute that function we will need to make the command in the console this....
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makeInviteCode()

[ O Inspector [5) Console [ Debugger {} StyleEditor () Performance Z{F Memory 1 Ne

(1] TypeError: n is null [Learn M ]
» :-l_lyl

Below we can see the results of executing that function. This shows us a Base64 encoded string.
Sometimes this string is encoded using ROT13
ROT13: Va beqgre gb trarengr gur vaivgr pbqr, znxr n CBFG erdhrfg gb /ncv/vaivgr/trarengr

BASEG6G4:
SW4gb3JkZXIgdG89gZ2VuZXJhdGUgdGhlIGludmI0ZSBjb2RILCBtYWtIIGEQUE9TVCBYZXF1ZXNOIHRvIC9hcGkvaW52aXRIL

G‘ D Inspector D O Debugger (} Style Edito o Performance O Memory Tl Network 8 Storage ].’ Accessibility
]

(1) TypeError is T

» ikeInvitel ()

» makelnvitel ()
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This site can be used to decode and encode base64
RESOURCE: https://www.base64decode.org/

We can decode base64 using the terminal as well.

base64 -d
# RESULT
In order to generate the invite code, a POST request to /api/invite/generate

ROT13 can be decoded at the following site
RESOURCE: http://decode.org/

ROT13 is like a Ceasar Cipher where the letters are moved 13 places away from the hidden letter. This means we
can decode ROT13 using the tr command. M is 13 places away from the letter A. That is how | determined the
values after tr

echo | tr

# RESULTS
In order to generate the invite code, make a POST request to /api/invite/generate

Now as directed we need to send a POST request to http://hackthebox/api/invite/generate

If you are using Burp it can be done by sending this site to repeater and then replace the word GET with POST.
Send the request

When we go to Burp however we can see that location does not exist. It appears to actually be http://
hackthebox.eu/api/invite/how/to/generate. We will follow the above instructions and see what happens

v O https://www.hackthebox.eu

[/
Y api
Y|  invite
Y| how

Y| to
. generate

| am going to use the terminals command “curl” to demonstrate what happens
curl -X POST -i http hackthebox.eu/api/invite/generate

# RESULTS

HTTP/1.1 301 Moved Permanently

Date: Fri, 20 Dec 2019 15:53:26 GMT
Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: max-age=3600

Expires: Fri, 20 Dec 2019 16:53:26 GMT
Location: https hackthebox.eu/api/invite/generate
X-Content-Type-Options: nosniff

Server: cloudflare

CF-RAY: 5482ca04fb83c7cd-DEN

Here we can see the page has been “302 Moved Permanently”
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# curl -X POST -1 http://
HTTP/1.1 301 Moved Permanently
Date: Fri, 20 Dec ¢
Transfer-Encoding: chunked
Connection: keep-alive
Cache-Control: max

Expires: Fri, 20 Dec 2019
Location: https://h

X-Content-Type-Options:
Server: loudflare
CF-RAY: 5482ca041b83c7cd

p/generate

We can use the location we found in Burp to send a request to the correct location or we can follow redirects with

Curl
curl -X POST -iL http://hackthebox.eu/api/invite/generate

# RESULTS

HTTP/1.1 301 Moved Permanently

Date: Fri, 20 Dec 2019 15:55:23 GMT
Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: max-age=3600

Expires: Fri, 20 Dec 2019 16:55:23 GMT
Location: https hackthebox.eu/api/invite/generate
X-Content-Type-Options: nosniff

Server: cloudflare

CF-RAY: 5482ccdccb3ac7bd-DEN

HTTP/2 301

Fri, 20 Dec 2019 15:55:23 GMT
content-type: text/html
set-cookie:  cfduid=ddb6ba230cf27023¢c1510c4673e7bf0dd1576857323
path=/; domain=.hackthebox.eu; HttpOnly; SameSite=Lax; Secure
location: https://www.hackthebox.eu/api/invite/generate
cf-cache-status: DYNAMIC
strict-transport-security: max-age=0; includeSubDomains
x-content-type-options: nosniff
expect-ct: max-age=604800, report-uri=
server: cloudflare
cf-ray: 5482ccddcd58c7b1l-DEN

HTTP/2 200
Fri, 20 Dec 2019 15:55:23 GMT
content-type: application/json
set-cookie:  cfduid=d3b60410b5bff3f4a51ddf19483e8c3931576857323
path=/; domain=.hackthebox.eu; HttpOnly; SameSite=Lax; Secure
vary: Accept-Encoding
cache-control: no-cache, private
x-frame-options: SAMEORIGIN
X-xss-protection: 1; mode=block
x-content-type-options: nosniff
cf-cache-status: DYNAMIC
strict-transport-security: max-age=0; includeSubDomains
expect-ct: max-age=604800, report-uri=
server: cloudflare
cf-ray: 5482ccdf39c7f794-DEN

1,

expires=Sun, 19-Jan-20 15:55:23 GMT

expires=Sun, 19-Jan-20 15:55:23 GMT

, ) 200

We can see at the bottom of our request is a base64 encoded string. 90% of the time Base64 ends with = or ==
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TTP/2 .
date: Fri, 20 D
content-type
set-cookie:
vary: Accept-Er
cache-control
x-frame-options:
X=Xs$S-protection

x-content-type-options
cf-cache-status: DYNAMI(

strict-transport-security:
expect-ct: max-age=0604800,
server: o iflare

cf-ray

To visit this in Burp we can see the same result on the page.
Catch the request in your Burp Proxy by turning ‘Intercept’ on and visit http://hackthebox.eu/api/invite/generate
o= ===

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T ‘ T Intruder T Repeater T Sequen

J ntercej TH“ITP history IWebSockets history TOptions ]

A WebSockets message from https://notifications.bitwarden.corr

| Forward | | Drop | " Intercept is on |

N—

You can send the captured request to BurpSuites “Repeater” tab by doing Ctrl+R or Right Clicking and selecting
“Send to Repeater”

[ Dashboard T Target T Proxy T Intruder T Repeater T Sequencer T Decc

_[ Intercept T HTTP history T WebSockets history T Options ]

| Interceptis off |

Raw Headers Hex

Send to Intruder Ctrl+I

Send to Repeater

Be sure to click the ‘Forward’ button and not Drop

Go to the Repeater tab and change GET to POST and click 'Send'
Notice below | have a cookie and session value. This is required to successfully send the request.
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Oashboard | Target | Proxy | intruder Sequencer | Decoder | Comparer | Extender | Project options | User options

| 1 x |2 % E'..il'" I
l Send I Cancel < v > v

Request

_M Params THeaders Iﬂex ]

GET /api/invite/generate HTTP/1.1

Host: www.hackthebox.eu

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: text/htal, application/xhtal+xnl,application/xml;q=0.9,%*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

Cookie: _ cfduid=dcfafla39dlbB8efea797663a1c6ab74cB1576854840;
XSRF-TOKEN=ey)pd21I6IkNoeEd1SGO4N1LQdORZWL I4aHVOSOEIPSISInZhbHVLI ;02021 1QUVNM2dy cVSNDkSaEQOaDZIcOxmRnhRcOpvc2hzen
BYQUFCWXozb0d)eGFoOHU4NL ZxalgOVaVGd INPTSIsImlhYyI6 J EGOWVEM) ImOT) IMDKS YWMIZWZ10WIxZ ) InOTk100QxYWIOY JAZYWI2NzNhYWE
yY1gON] FmYTMOMGY2Y Yy YnU2 fQS30%30;
hackthebox_session=eylpdil6InIyRTZEdFYONXZWTThGajREZIpTTIESPSISINZhbHV1Ijo2ekRpSIRzSFATeDBrTFgOYRMINKItbTZSY1ZxbE
NcLONVeGLKWWSOMYVIREZ2S3B0bHIcLIBINTIZVUSKa2dwMTA2IiwibWF 1701 Y2Y2NnEWMaNJOTE2ZJASY JFLY2FLY2UIN ) NaMmEyNzY42ZDgwYTY
S5MnN] ZnUwZWExNZEONZVIMAFIMGUAYWIKNCI9: cookieconsent_statusedismiss

Upgrade-Insecure-Requests: 1

If you do not have these values and see the below request instead it means you dropped the packet instead of
forwarding it in Burp

Burp Project Intruder Repeater Window Help
[Dashboard ITarget TProxy Tlntruder M Sequencer TDecoder IComparer TExter

L2 - Jawl - |

Send Cancel < v >y

Request

_[M Headers Tl-lex ]

POST| /api/invite/generate HTTP/1.1

Host: hackthebox.eu

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Next click the Follow Redirect button until the button does not show anymore.
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Burp Project Intruder Repeater Window Help

| Dashboard TTarget T Proxy Tlntruder M Sequencer T Decod:

= )

Send Cancel <|v > | [ Follow redirection J

Roamuueact

There may be a time limit associated with tokens so dont expect to wait too long while still being able to
generate a token

Batp Pragexl whoader Regmaler Winkin »elp

™

Destbosrd | Terget | Proxy | rtrader | | ¢ ] | Project opticrs | Uner aptiora |

2axJax].|

| Sed | Corce < >

Hequest B preerne

el Japa/aneitesgeracate HITP L] . WL 00 e
Mort: www. hackthebos .es p Bate: Fri, 10 Bec 2019 15:18:26 o7
User-Agart: MartllevS. 8 CRLL: Lires oB6_64: rviC8 0) Gechos 0100001 Firefoa/tl 0 Contant-Type: spplicetions jaee
Accept: teetMinl epplacetionsshtslensl soplicetine/enligw 9.4/ % 9=, 8 Conmection: clese
Accept Lasgespe: en 5 enigw, 3 Verp: Accept ‘Ercading
Aldept-Bncnding glip. deflate Cache -Comtanl i sa-caihe, isnte
ot} -Frame-Optices. SweloRiGiv
Corvaction: clowe LonSS-Protectice: L mode-blech
Cookie: __cfduldedctnt 1ol ddlndetuat 876600 LotabTdcilS D Easadil: E-Content-Typa-fptions: rncarat?
REEF - TOSEN=ay Jod 1 161 AW T 400N SandOATE be P00 Sor M ESPS D InTheeN L 1 3 0 i X0V B el s S 0L YY CF-Coche -Stetun: JPRMNIC
R DU b ] USGol VU TONEA DS c AV VHNTE Pl r e TR g TPew F 240NEN0TE )0 JoacMa L C Je Yoo d s T4 Strict Trerapert Security: ses spesd: ircisdeSodDomeirs
SO ANCE » TWNA T ARV DN e T ATREE 00N L VTOOM) B R e g IMTAINTARY ; 3 /G DMDTP a1 31 Eapect ST man-agestdSB00, repart uris"Mups: //report wry closdflare con/odr cgi/bencanfespedt - c1”
MDD Sereeri clondtlare
Aachthabes cottionmey Jpdilalabhru)ISTae) rl bbb Lo l2unaiiPToaL a2l iilbind recfln CF-RAT: SARIWELE* Rl ae - LN
IR YVRARE DL O | S pOTY S CO onalBA Y LK 2 PATUOSASMOLT 22 LW S Do win cOF LOndr s s L LDt Y Contont-Langth: M
WMLOLT D0 ) SMOASY 2V I M) 2D [ o008 ) YTAIND € 29 JLOCESNTE W 2 cpOT AR SAZ AN AT IR MG Ty Y
NOOOMIRIrEAND: cochicceesevt_stetvasdiswisy 1" ancoen 11 "dete " ( "code” : "WELATEOLO1 Velb I LA VOC VENINI g LRI T " . "farmat " : "ercaded "}, "0 : 206X
Upprede Iesecure Peewests: L

Again in Burp we see the word “Encoded” next to the string. Time to decode the base64 again
echo 'WULRTEOtQlVaUKItRUFPVOgtVEVQUVgtQkhJTlg=" | base64 -d

# RESULTS
YIQLM-BUZRB-EAQOWH-TEPQX-BHINX

That gave us our Invite Code. Enter it into the Invite Code box at https://www.hackthebox.eu/invite
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Invite Code

YIQLM-BUZRB - EAOWH- TEPQX - BHINX|

Sign Up
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